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DaKTbl 1 UMPPLI

lonoBHol oduc: Bonee 250 coTpyaHuKoB
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9990  Oxono 8000 sakasumKoe YpoBNeTBOpeHHOCTb
B 100 cTpaHax Mupa KnveHToB 97%
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Netwrix Active Directory Change Reporter

+ MNpeaycraHoBNEHHLIE OTUETLI 06 MZMEHEHWAX

+  OAWH 3AMUHNCTPaTop, HeBoNbIWe Cpejk

Netwrix Auditor 6.0 and 6.5

s CBO,U'HI:IE rpEC‘JMKM MEMEHEHWA N0 BCEM CUCTEMaM
«  Netwrix Auditor for SharePoint

» Koutpons gocryna

Netwrix Auditor 7.0 (VEGA) &
Netwrix Auditor 7.1

MHTEPEKTMEHHE MOWVCK AaHHLIX ayanuTa

Lia6noHE oTUeToE No MB CTaHAapTam

PHEI'FIEIHMHEHMG AOCTYN3 K A3aHHLIM ayanUTa Ha OCHOBe FID!IEE
PaccnefoBaHWe WHLMAEHTOE

Moaaepxka NetApp Clustered Data ONTAP

Netwrix Auditor 9.0

Yeegomneun 0b yrpo3zax besonacHocmm
Add-on for Cisco
YnpasneHue A0CTYTIOM Ha OCHOBE ponei

OTueTwl AnA CTaHaapToB: GDPR, (IS, FERPA. NERC CIP, GLBA

Netwrix Auditor 9.5

OLeHKa pUCKOoB

0BHapyXeHWe NoAC3PUTEeNEHBIX ASACTBAR

State-in-Time oTueTkl Ans Windows Server

Add-on for ServiceNow Incident Management

Add-on for Generic Linux Syslog

Add-on for Privileged User Monitoring on Linux and Unix Systems

KnrouyeBble nameHeHuss Netwrix

Netwrix Change Reporter Suite

v MNakeT oTAeNEHLIX NPOAYKTOR ANA
ayauTa W3MEHEHNA

s OTYyeTE! U ONOBLLEHWUA B pexume peansHOro EpemeHn

Netwrix Auditor 5.0

v  EavHan nnatpopma ayavTa, NoAAEpXWBaIOWas 6 NPUACKEHA

«+ Bujeo3annce AeliCTEWi NPUBMASTAPOBAHHLIX NONL3I0BaTENeH

Netwrix Auditor 8.0

Netwrix Auditor for Office 365

Netwrix Auditor for EMC

Netwrix Auditor for NetApp

®aiinoBslid aHanu3

RESTful AP1 and Netwrix Auditor Add-on Store

TNoAASPXKa BAPTYaNkHLIX MALUKH M 0613uHLIX NNaTdopm

Netwrix Auditor 8.5

Netwrix Auditor for Azure AD
Netwrix Auditor for Oracle Database
AHaNV3 aeilCTBMIA NONL30BaTENE#H

HoEBEIe BO3MOXHOCTI MHTErpaLym ¢ SIEM

Netwrix Auditor 9.6 ‘*’

» Data discovery and dassification for Windows file servers
» Data discovery and dassification for Dell EMC storage devices
» Data discovery and dlassification for NetApp filers




GC

Netwrix Customer Case Study

UcTopum ycnexa

Netwrix Customer Case Study

UzKDB Bank

Ayaut  usMmeHeHuid  [T-uHPpacTpykTypbl:  Kak
BinonHeHue TpebosaHuii Hopmartuea PCl DSS

obecneyunTb

AyauT usmeHeHuin IT-uHPpacTpyKTypbi:
Kak o6ecneynTb BbiNOAHEHWE
Tpe6oBaHwnin Hopmatuea PCI DSS

«UzKDB» BaHk ABNAETCA OAHUM W3 Anaupylowmx 6aHKoB
Y36ekncTaHa, OKasbiBalOLMM LWMPOKWIA CnekTp 6aHKOBCKWX YCAyT,
BKNlOYaA 06CNYXMBaHME YaCTHbIX W KOPNOPAaTWBHbLIX KAUEHTOB,
VIHBECTULMOHHbIN 6aHKOBCKWIA BU3HEC, TOProBoe GpUHaAHCMPOBaHUe
v ynpaBneHune akTvsamu.

Ans ycnewHoli pa6oTel Ha pbiHke 6aHKy Heobxoanmo obecnednTb
cooteetcTBue IT-MHOpaCTPyKTypbI Tpe6oBaHVAM CTaHAapTOB
VHpOpMaLMOHHO 6e3onacHocTh, a umeHHo PCl DSS. 3Has, uto
noArotoBka HEOo6XOAVMOI JOKyMeHTaLuy Bpy4Hyl OTHUMaert
60NbLUOE KONMMYECTBO BpeMeHW, HauanbHuk [T-oTgena Amutpuii
HekpacoB 06paTunca K MOWCKY COOTBETCTBYIOLMX MPOrpaMMHbIX
peLleHunii, NO3BONSIOWMX YNPOCTUTL NpOLeAypy MPOXOXAEHUA
cepTudukaumm.

3AKA3YUK
3A0 «UzKDB» 6aHk

CAUT
www.kdb.uz

OTPACTb
BaHku 1 duHaHCb!

PELLEHUE
AYAVT U3MEHEHWIA 1 ynpaBieHune
AOCTYNOM

NPOAYKT
Netwrix All-in-One Suite

nrPoOdUNbL

UzKDB 6aHk - yHuBepcanbHbiii 6aHK,
OCYLLeCTBNRIOLNIA OCHOBHbIE BUAbI
6aHKOB-CKNX OnepaLuii,
NpeACTaBNeHHbIX Ha pbiHKe
GUHaAHCOBbIX YCAyr, BKOYan
06CNyXVNBaHNE HaCTHbIX 1
KOPNOPaTVBHbIX KTMEHTOB,

WHBECTULMOHHbI BaHKOBCKWUI 6usHec,

TOpProBoe GpUHaHCMpoBaHue u
ynpaBneHue akTMBamMu.
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‘Netwrix  All-in-One  Suite nossonnn
pewnTs  BOMPOCk  E4UHOT0  CPEACTBA
MOHUTOPUHHIA aKTUBHOCTH
nons3osarene un cbopa XypHana
cobbITMii € ONPEeAenéHHoro  4ucna
Komnerotepos u  cepsepos. [lpu  ero
Hamymn Mol YBEPEHLI B [POXOXAEHMNA
ceprugukaymm PCl DSS”.

Ammntpuii Hexpacos,
Hayvansrnk IT-orgena, UzKDB barx

CTATNES

Jlomb6apapl toBenupHoii cetn 585
ucnonb3ytoT Netwrix Auditor ans
OTC/IeXUBaHUA N3MeHeHu B UT-

MHGpacTpyKType

KomnaHua Netwrix nocraBuna savueHsnio Ha 1700 y4yeTHbIX
3anuceit Ans nporpaMMHoro obecneuyerusi Netwrix Auditor B ceTb
nom6apaos «30/10TON/585» (IK «lOBenupHas cetb 3onoToii/Gold
585», KomnaHus 585). PelueHue no3sonmno KOHTpoavposate UT-
VWHOPaCcTpyKTypy B OHAaiiH pexuMe M OMepaTMBHO pelaTb
BO3HUKAIOLLME MHLMACHTBI.

3AKA3YUK
Bcepoccuiickas ceTb nombapaos
«30N0TOW»

CAUT
http://www.zolotoylom.ru/

OTPAC/b
Po3HunuHas Toprosna

PELLEHWUE
KOHTpOnb n3meHeHwi

NPOAYKT

Netwrix Auditor

nPO®UNb

Bcepoccuiickas ceTb nombapaos
«30/10TOW/585» - aBnserTca
KpynHeWweii ceTblo nombapaos B

Poccvn. Komnawus pa6otaer B 120
ropogax P® n HacuuTbiBaeT 6onee 410

nombapaos.

Auditor O4YeHb  npocr B
VApPaBneHmy, Bce A[eicTBns BbIMONHAOTCA
u3z 04HOU KOHCONN. be3ycnosHbIm
npeumyyecrso 10 A8ASKOTCA  [PAMOTHO
HACTPOCHHbIE orverst - OHU
UHPOPMATUBHBI ¥ [POCTLI B BOCIPUATIAN.
Buegpus  paHHoe [10, mel  obecrnequnin
AOCTOUHBIN ypoBeHE 6e30MacHOCTH HaLx
UT pecypcos - nwbble CropHsie cutyaymm
A MHUMACHTE! TeNneps peLiarTcsa ropasqo
bbicTpEe»

‘Netwrix

AHTOH JIUTBHHOB,
HaqansHuK OT4ena TeXIof4epXKy,
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Netwrix Customer Case Study

3AKA34YUK
TpaHckoHTeHep (3A0)

CAAT
www.trcont.ru

OTPAUb
[py30Bble NepeBo3ku

PELLEHUE
KoHTponb nsmeHeHuii B Active Directory

NPOAYKT
Netwrix Auditor

KoMnaHus Netwrix coobiuaeT o 3aBeplueHum NpoekTa rno nocraeke
5000 nuueHswid nporpammHoro npogykrta Netwrix Auditor,
npeaHasHa4eHHoro ANs KOHTPOAA usMeHeHuii B Active Directory,

npoovb

OAO «TpaHcKoHTeliHep» - BeayLuil
POCCUIACKMIA ONepaTop KOHTEeNHEepHbIX
VHTEPMOAANbHbIX NepeBo30K.

rPYNNoBbLIX e OAO

«TpaHcKoHTeliHep».

noautukax w Microsoft Exchange -

TpaHcKoHTeliHep BHeapun Netwrix Auditor gns KoHTpons
n3MeHeHUn B HPpacTpyktype Microsoft

OAO «TpaHcKoHTeliHep» RABNSRETCA BeAyLUM POCCUMIACKMM ONepaTopoM KOHTEAHEPHbIX WHTepMOAanbHbIX
nepesBo3ok. Bnages npumepHo 60% 06L1ero PpoCCUACKOro mnapka ¢QUTUHIoBbIX nnatdopm, Komnawws
ocywectenaet 50% >XenesHoAOpOXHbIX KOHTeliHepHbix nepeBo3ok M 30% nepepaboTku KOHTeHepoB Ha
Kene3HoA0POXHbIX TepMuHanax Poccumn. OAO «TpaHcKoHTeliHep» pacnonaraeT 46 cO6CTBEHHbIMY TepMUHaNamm
BO BCex rpy3oobpasyloumx ueHTpax Poccun. Kpome toro, OAO «TpaHcKoHTeliHep» ABNSETCA KpynHedwum 8
Poccun, ctpaHax CHI u BanTum Bnagensuem napka Cneuyanv3vpoBaHHOTO MOABUXHOrO COCTaBa: B ero
CO6CTBEHHOCTV HaXoAWTCA CBbile 24 ThiC. GUTUHIOBbIX NMAaTopm U 0kono 60 ThIC. KPYNHOTOHHAXHbIX
KOHTeliHepos.

UcTopum ycnexa

Netwrix Customer Case Study

Komnauua Netwrix ycnewHo 3asepwmna npoekxr sHegpenua Netwrix

> Directory Cha

HHO MOBbIWAET ynp

IB/IAEMOCTb

TpaHckanuTtan6aHk BHeagpun Netwrix
Active Directory Change Reporter ans
KOHTpOoNA UT-UHPpaCcTpyKTyphl

TpaHckanuTanbaHk paboTaeT Ha pbiHKe QUHaHCOBbIX yonyr ¢ 1992 roaa
n crabuneHo BxoauT B TOM-50 kpynHedwwmx wn TOM-30 cambix
HafieXHblX poccuiickux 6aHkoB. B uenax obecneyeHus 6esonacHoCcTu
XpaHeHua AaHHblX, baHk yaenseT 6onblUoe BHUMaHWe 3auTe cBoei
UT-nHOpacTpyKTypbl C y4eTOM MPUHATLIX B PUHAHCOBLIX CUCTemax
craHaaptos UB.

3AKA3YMK
AKB «TPAHCKAMUTANBAHK» (3A0)

CAAT
transcapital.com

OTPAC/Ib
baHku u puHaHCbI

PELLEHUE

KoHTponb MHGpPaCTpyKTyphbl, ayauT
u3meHeHui AD, ayauTt nsmeHeHui
rpynnoBbiX NOANTUK

NPOAYKT
Netwrix Auditor - Activer Directory

NnPOSU/Ib

YHuBepcanbHblli 6aHK, BbINOAHAKOWMIA
BCE OCHOBHble BUAbl  PUHAHCOBBIX
onepauwit. Mo pasmepy aKkTMBOB W
ycTaBHOro kanuTana TpaHckanmtanbaHk
crabunbHo BXOAUT B 50 KpynHemwmx

poccuiickmx 6aHKoB.

«llpoekT no sHegperHuio Netwrix Auditor
0npasgan Hawu oxuganus.  Tenepb
GAMUHNCTPATOPSI, pabotaroume ¢ AD,
HAXO4ATCA B Kypce BCEX UIMEHEeHUI.
Kaxzgoe naanvpyemoe Aevictene
CTaHOBUTCA 60/Iee  B3BELeHHLIM U1
OTBETCTBEHHbBIMY.

Orner Pxesckui,

3aMECTHTENNb HAYaNIbHNKA YIIPaBNeHNA
TEXHUYECKOH T044EPXKN
Tparckanuranbarika, Microsoft MVP
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UcTopum ycnexa

Netwrix Customer Case Study

Netwrix Customer Case Study

Kacnuiickuit TpyGonposoaHbIA KOHCOPUMYM YCUNUN BHYTPEHHIO
6e3onacHocTe UT-MHPPACTPYKTYPBI C NOMOLLLIO pelueHnii Netwrix.

Kacnuinckuii  Tpy60ornpoBOAHbIl
KoHcopuuym KOHTponupyeT
NT-nHPpacTpykTypy C MOMOLLbIO
peweHnit Netwrix

KomnaHua Netwrix 3asepwwmna npoekT no ontumusaumm WT-
MHGpacTpykTypsl Kacnuiickoro Tpy60npoBOAHOrO KOHCOpUWyMa
(KTK) c nomousto Netwrix Auditor. BHegpeHve npoayKTa no3soamno
3HaYUTENbHO YNYYLINTL BUAVMOCTE U BHYTPEHHIOK 6e30MacHoCTb
UT-uHPpacTpykTyphbl.

3AKA3YMK

3A0 «Kacnuiickuit TpybonpoBogHbIit
KoHcopuuym - P»

CAWT

cpcru

OTPAUTb
He¢rerasosasn

PELLEHMUE
AyAVT U3MeHeHun

MPOAYKT

Netwrix Auditor

nPO®UNb

Kacnuiickuia Tpy6onpoBoaHbIii
KoHcopumym (KTK) - kpynHeitumii
MeX/lyHapOoaHbIii

HedTeTpaHCNOPTHbII npoekT s
y4actuem Poccum, KazaxcraHa, a Takxe
BeAylMx MUPOBbIX  A0ObIBaKOWMX

KOMMaHuiA, CO3AaHHbI ans
crpouTenscTBa n 3Kkcnayataymn
MarucTpansHoro Tpy6onposoja

NPOTAXEHHOCTbIO 6onee 1,5 ThiC. KM.
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«C nepseix AHeit BHegpeHus Netwrix
Auditor  6bum  BbiRBAEHLI  IPO6AEMbI
PazMYHOro Macwraba, Koropsie 6bia
CBOEBPEMEHHO YCTPaHeHs!. 310 npuseno
K 0BLILLIEHIIO HafexHocT1 u
3awmueHHocTy Active Directory u ceru
KOMNaHmn B LeNOM. B gansHeiem Mol
HAAeeMcs 1ony4nTL CUCTEMY, KOTOpas
06LCreYnT Ham MPOaKTNBHYIO 3aLnNTy oT
MHPOPMYMOHHBIX PUCKOB".
Hnea Crapkos,
UT-meregxep KTK.

- 3AKA3YMK

000 «/lnH3macTep»
CAAT
www.lensmaster.ru

OTPAC/b
Po3HWYHasa Toproensa

PELLUEHUE
KoHTponb geiicTBuii nonb3osatenei
B Active Directory

NPOAYKT
Netwrix Auditor - Active Directory

NPO®UIb

JlInH3macrep KoOHTpoanpyeT

JNlwH3macTep - KpynHeiiwas B Poccumn
CeTb CaNoHOB ONTVKM, ABNAETCA YacTbio
MexayHapogHoii  Grandvision Group.

Pa6otaet B Poccuu ¢ 1998 roga.

n3meHeHwus B Active Directory
npv NnoMoLuy peweHnii Netwrix

Netwrix 06bABNAeT O 3aBeplUeHMM NpoeKTa no BHeapeHuio pelueHus Netwrix Auditor - Active
Directory Anst koMnaHuu JlIuHamacrep. CUCTeMa NO3BONSET OCYLUECTBAATE KOHTPONb U3MeHeHui B
Active Directory n rpynnoBbiX MOMMTWKAX, ONEPaTMBHO pearvpoBaTb Ha WHUUAeHTH UB un
npeAoTBpaLLaTh NOTEpIO LIEHHOM MHGOpMaLmn.

KomnaHua «/IuH3macTep» Hadana CBOI0 AeATeNbHOCTh Ha POCCUIACKOM pbiHKe 81998 rofly u Ha CerogHALWHWIA
AeHb ABNAETCA KPyNHeliLleli oNTUYeckoi ceTbio B Poccuu. «/TuH3MacTep» BriepBble NpejioXun poccuinckomy
KNVEHTY MONHbIA KOMNAEKC yCnyr - NpoBepka 3peHus, Noa6op onpasbl W NIMH3 ANA OYKOB, U3rOTOBNEHWE
0YKOB, MPOAAXa CONHLE3ALUMTHBIX O4KOB N KOHTaKTHbIX IMH3. B 2010 rogy «/lnH3macTep» Bowen B rpynny
KomnaHui GrandVision, koTopas ABNAETCA BeAyLUVMM MUPOBbLIM IMAEPOM B ONTUYeCKon po3Huue. Ceityac B
Poccum pa6otaet okono 100 marasuHos cetu «/luH3macTtep»: 6onee 50 marasuHos B Mockse, 6onee 15 - B
CawkT-MNeTepbypre, a Takxe OTKPbITbl CanoHbl ONTMkM B KasaHw, HuxHem Hoeropoge, EkatepuHbypre,
PoctoBe-Ha-/loHy, flpocnaene, Hosocnbupcke, Camape, Omcke, KpacHogape, Y¢e. B wrate komnaHum
pa6oTaloT 60nee ThbiCAYMN COTPYAHUKOB.
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Netwrix Customer Case Study

«A3po3Kcrpecc» 3aluLiaeT
AaHHble Active Directory oT
HeXenaTeslbHbIX U3MEHeHU C
nomoLubio MO Netwrix

KoMnaHus «A3p0O3KCNpecc» KOHTPONVPYeT W3MEHeHWst B
Active Directory ¢ NoMoLb0 MPOrpaMMHOro o6ecneyeHvs
Netwrix Auditor. [porpaMma No3BonseT oTcexmnsaTh Ntobble
MoAVPUKALMM B CUCTEMax U MPUIOXKEHUSX B pexume
peanbHOro BpeMeHy, a Takke onepaTMBHO BOCCTaHaBMBaTb
yAaneHHble 06BEKTbI UV HAaCTPOKM.

UcTopum ycnexa

Netwrix Customer Case Study

3AKA3YMK

000 «A3po3akcnpecc»
CAWT
WWW.aeroexpress.ru

OTPAUTb
TpaHcnopT

PELLUEHUE
KoHTponb n3meHeHuii B AD

MNPOAYKT
Netwrix Auditor

MPO®WUJIb 3AKA3HYUKA

000 «Aspoakcnpecc» —  poccuiickas
TPaHCMopTHas KOMMaHws,
ocyulecTsnaowan VHTEepMOAanbHble n

NpUropojHbIe naccaxumpckme Nepesosku B
COOTBETCTBUM C NnLieH3neli MuHucTepcTBa
TpaHcnopta P®. KomnaHus obecneumsaer
XeNne3HoZOpOXHOoe  CooblieHne  Mexay
LIEHTPOM TOpOja W a3ponopTamui B TaKux
ropoaax, kak Mocksa, BnagmsocTok w

KaszaHb.  «A3po3kcnpecc»  BXOAUT B
MexayHapoaHyo accoymauuio
VHTEPMOAaNbHbIX nepeBo34MKoB

International Air Rail Organization (IARO).

“Ucrnonb3osaHue Netwrix Auditor
10380/M/10  OMEPATUBHO  pPa3peLars
BO3HUKaOWme  rpobremsl. OcHosHoe
npenmyLyecTso  3T0ro  MporpammMHoro
obecrieyeryss B TOM, YTO OMOBELYEHUS O
BHECEHHBIX — M3MEHEHUSX  [PUCHIIIOTCA

Cpasy Xe, a He CryCTs CyTKu U/ HEAeo."

Anexceii MutioLos,
3aM. gupekropa genapramerra UT rno
2 %

HOCTH

wA3posKcripeccy

Yop

HoBopoccuincknia Mopckoi
Toprosblii [MopT npoBoAUT

ayaut UT-uHpacTpyKTypbl C
nomouybto MO Netwrix Auditor

KomnaHnusa Netwrix coobuaer o noctaBke nuueHsuin Ha MO
Netwrix Auditor B OAO «HOBOpOCCUIICKUIA MOPCKO TOProBbIii
nopT». MporpaMmHoe o6ecreyeHe OTCIEXUBaET N3MEHeH s B
OCHOBHbIX CMCTEMax U NpPUNOXeHVsX, NpeaoTepallas céon B
paboTe UT-nH$pacTpyKTypbl 1 NOTEPIO AAHHbIX.

3AKA3YUK

OAO «HOBOPOCCUMCKMIA
MOPCKOW TOPIrOBbIfi MNOPT» (OAO
«HMTT»)

CAWT
www.nmtp.info

OTPAC/b
TpaHcnopT

PELUEHME
KOHTpONb v3MeHeHi

MPOAYKT
Netwrix Auditor

NMPO®U/b 3AKASYUKA
YMETH
NcY¥sP

fpynna HMTN -  Beaywuii

CTUBMAOPHBbIA onepaTop B8
Poccun, 3aHUMaeT TpeTbe MecTo
cpean eBponenckMx nopToB No
obbemy rpysoo6opota. [pynna
HMTN o6beaguHser OAO "HMTM",
000 "MpuWMOpCKWA  TOProBbIi
nopt’, OAO "HoBopoccuiAckuii
3epHOBO TepmuHan', OAO
"HoBopoccuiickuia
CyAOPEMOHTHBIN  3aBog", OAO
"®not HMTM", OAO
"Hosopocnecakcnopt”, OAO
mnn, 000 "banTuitckas
cTMBMAgopHas komnawua" u 3A0
"con”,
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https://www.netwrix.com/customer case studies.html

Bonee 10 000 K1MeHTOB MosarakTca Ha
Netwrix

Mbi cunTaem, HTO UNGPLI 1 FONOC KNMEHTA FPOMUE, HeM CAMOOLIeHKA: 82% HALLIMX KAMEHTOB BbiABUAK Npobe
BesonacHocTi & ceoedt UT-cpege; 86% v3 Hux 0BHapyxwnu, ncciefosany v 6onee 39pHekTUEHO pearuposan
MHUMAEHTH! 6e30NacHOCTH; 70% NPU3HAIOT, HTO OHWU YNPOCTMAM NOAFOTOBKY K ayAWTy COOTBETCTBUA. poBepbTe
WCTOPWY yCriexa, HTOB! OBHAPYXMT BCe CrIocoBkl, KOTOPBIMIA TaKIe KOMMa MM, Kak Bbl, AOCTATAIOT TaKi

BLIAGIOUMXCA PE3YNETATOB.

BRDAYPITNEY onzon

Horizon Leisure Centres o6ecneuneaer Komnanus He

cooteercTame GDPR, 3xoHoma £80,000 GDPRuno

¥3uate Gonsie

IOpUAHecKan KoMnaHws oBecrievnsaeT

COXPAHHOCTL KOHGUACHLNANLHBIX

Y3uars Gonsiwe

Bce oTpacan v Bce BapNaHThl MCMONb30BaHK

EE DAY PITNEY we

HOpUArHECKaR KOMMaHWR 06ecne nBasT

COXPaHHOCTb KOHBUIEHLMANBHBIX AaHHBIX W

NpoUYNTaTh UCTOPUKD =

cn
(¥)e)
credissimo

DUHAHCOBAR KOMNAHWA TPATWT Ha 75%

MeHbLLE BpEMEHI ANs JOCTVKEHNS

NpoUYNTaTh UCTOPUKD =

Bonbwe Ycnexa KnueHTa

MpoBepbTe, Kak pa3nnyHbIe OTPAC/M NCTONL3YIOT NPOAYKTEI Netwrix

v Bce pasMepbl KOMNaHUu v

> Rafona

BaHk 06eCneYMBaeT 06HapyXeHue n

KNacCMOUKaLMIO KOHGNLeHUMANBHBIX IaHHbIX.

npouuTaTh UCTOPUKD =

TEACHFOR
AMERICA

06pa3oBaTentHas HeKOMMepHeCckan

OpraHW3aLVs FOTOBMTCS K BHYTDEHHEMY

npouuTaTh UCTOPUKD =

NMopTan nctopum ycnexa Netwrix

& AHTTVIACKW#A

™ W L )

Horizon Leisure Centres o6ecneqmnsaet

cooTBeTcTBre GDPR, 3koHOMS £80,000

npoyuTaTh UCTOPUID =

& Insight

KpeawTHbli COlo3 06HapyXuBaeT

floBeAleHYeckMe aHOMaANK 1 CMArYaeT

npoyuTaTh UCTOPUID =



@ TexHnueckas yacTb

10.

11.

Kak npoBoauTb OLlEHKY PUCKOB, HaX0AUTb U NIMKBUAMPOBATL Crlabble MecTa B 3alluTe cepBepoB noa
ynpasneHuem Windows ;

Kak BbISsBUTb U 3alMTUTb KOHPMAEHUMANbHbIE AaHHbIE;

Kak HacTpouTb yBeAOMIeHUs TakK, YTOObI He NPOoNyCTUTb BaXHble UB-MHUMAEHTbI 1 N36aBUTLCA OT JIULLHUX
onoBeLUeHun;

Kak 3awmututb cepBepsbl nog ynpasneHnem Windows oT BHYTPEHHUX U BHELLHUX Yrpos.
Mony4yute nHopmaumio o 3awmTe AaHHbIX ¢ nomow b Netwrix Auditor.

Monyuynte MHdopmauumto o eauHomn nnatcdopme AN MOHUTOPUHIa BCEX COOLITUM B CUCTEMAX XPaHEHUA AaHHbIX
n UT-undpacTpykrype.

Y3HanTe 0 BO3MOXHOCTM aHanu3a KoH(uaeHUManbHbIX AaHHbIX, KAKUM PUCKAM OHU NOABepPrarTCcs, Kakue
AEeNCTBUSA YyrpoxarT ux 6esonacHocTu.

Y3HanTe 0 BO3MOXHOCTU CHU3UTb PUCKn n BoBpemMs 06HaPY)KVITb yrpo3sbl, npeaoTBpaTUTb YyTe4Ky AaHHbIX U
ob6ecneynTb COOTBETCTBME NOJINTUK VIH(*)OpMaLIMOHHOVI 6e3onacHoCcTU TpeGOBaHMﬂM 3aKOoHoOgaTesribCTBa.

Yny4ywuTe 3awmTy KOH(pUAeHLMaNbLHOW MHhopMaLmMm 3a cHeT orpaHUYeHui NpaB A4OCTYyNa U CHUXKEHUSI PUCKOB
nb.

MonyuuTte MHOpMaLMIO O BbISIBIEHUU U OLleHKe MHLUMOEHTOB 6narogapsa oT4yeTtaM 06 aHOManbHOW aKTUBHOCTU
M OLleHKe PUCKOB.

Y3HanTe 0 BO3MOXHOCTM aHanu3a KoHpuaeHUuManbHbIX AaHHbIX ¢ noMmolbio Data Discovery and Classification,
KaKMM pMcKaM OHM NoABeprarTcs, Kakue 4eNCTBUSA YrpoXaroT ux 6e3onacHocTu.




CrEc TexHU4yeckas 4yacTtb

* WweTe peweHne, kKoTopoe obecneynt eamHoobpasHoe U nocriegoBaTenibHoe
npeacraBreHne Takom nHgpopmaymmn?

* Netwrix Auditor XxpaHUT KOHCONMAVPOBAaHHbLIE AaHHble ayauTa pasnnydHbix UT-cuctem,

B TOM uncrne Active Directory, Windows Server, 6a3 gaHHbix Oracle n ceTeBbIX YCTPOWUCTB.
MNetwrix Auditor for Netwrix Auditor for Netwrix Auditor for MNetwrix Auditor for
Q Active Directory @ Azure AD 0 Office 365 @ Exchange
MNetwrix Auditor for
@ SharePoint e
MNetwrix Auditor for Netwrix Auditor for Netwrix Auditor for MNetwrix Auditor for
o Dell EMC e Oracle Database @ SQL Server e Windows Server

Netwrix Auditor for Netwrix Auditor for MNetwrix Auditor for
Nutanix Files - Windows File Servers NetApp

= Netwrix Auditor for ﬁ] MNetwrix Auditor for
e Network Devices VMware
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OueHuBaliTe pUCKW U yCTpaHsiiTe yA3BUMOCTU

BrinensiiTe npo6aemMsl KB, TakWe Kak Npaga 4ocTyna,
npegocTasneHHbIe Be3 MCMNONB30BaHUA TPYNNOBLIX
MoANTKK BE30NACHOCTH, WKW HEAKTWBHbIE YYETHbIE
3aNWCK NONb30BaTENEN, W YCTPaHANTE X, YTO6BI CHU3UTE

MOBEPXHOCTb dTakK.

Q

CBoeBpeMeHHO YBHHBEII?ITE 0 NOTeHUWaNbHbLIX

yrposax

OnepaTMBHO NOMYYaiATe yBEAOMNEHUA O NHOGbLIX
NoAO3PUTENLHBIX AeACTBUAX B UT-MHGPaCcTpYKTYpe,
UTOBbI NPUHATE MEPLI ANA NPEAOTEPALLEHNA YTEUKA

AaHHbIX, CBoeE B paboTe unu WTpadoe 3a HecobnwaeHwe

HOPMaTMBHbBIX TpeboBaHMIA.

ABTOMAaTU3UPYIATE MOWCK 1 KaccudurKaLmio

O3aHHBIX

3aUATUTE KPUTHUUECKI BaXHYHO MHHOPMAaLID:
BLIABNANTE KOHOMAEHUMANBHBIE JaHHbIE B XPaHWMNMLLAX
W perynspHo NpoBEpsAiTe, KTO MMEET K HUM ZOCTYT WU Kak

OHW MCNONB3YHTCA.

"o

I_Q_I

JddeKTBHEE BLIABNANTE CNOXHbIE YTPO3bI

O6HapyX1BaiTe BHYTPEHHWX 3M0YMbILLIEHHVKOE 1
B3/I0MaHHbIE YYETHbIE 3aM1CK C MOMOLLBH eAVHOH
CWCTEMBI MOHWUTOPWHTE NMOA03PUTENBHOM aKTUBHOCTU
nonL30BaTenel U CUCTEMBI PACYETa YPOBHA pUCKa ANA

Kaxaoi y4eTHOR 3anmncw.

CueHapum peweHnn Netwrix Auditor

3KoHOMbTe Bpems 61arogaps otyeTam ob
M3MeHeHUsX, NpaBax flocTyna v KoHdurypauum

cncrem

BLICTPO HaxoauTe MHGOPMALUNID, HYXHYH PYKOBOAUTENAM
KOMMaHWK 1 aygWTopam. BofbLUe He HYXHO My4aTbCs Co

CKpUNTaMK, NOramMn 1 Taﬁnnuamw.

HaxogwuTe OTBETLI € NOMOLLEIO MOMCKA, KaK B

Google

Bcero 3a HECKONbKO KAMKOB Bbl HAaRgeTe HyXHble 610KK
VHOOPMALWMK, KOTOPBIE MO3BOSAT BbIACHWTE NPUYNHY WB-
VHUWAEHTA, PELUMTE NPOGAEMY NOMb30BATENS WM

OTEETWUTL Ha HEOXWAAHHEI BONPOC 3YAUTOPOE.




@& O6wan naeonorus pelLeHus

IT INFRASTRUCTURE AND DATA ACTIONABLE INTELLIGENCE

Data Discovery and Classification

I\ Rick Accacemaeant

Raw event data - E
Configuration snap: 6 Active Directory
comparison « Scree|

Structured and ur i Windows . OpenText
° Group Policy Hla Servers SharePoint MySQL Content Suite

e Windows Server ° Dell EMC ’ SQL Server ‘ PostgreSQL @ Websites

e Network Devices g Nutanix Files @ Office 365 ° Salesforce
@ Azure AD @ Exchange

I Data Discovery and Classification
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Data sources
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Custom
Data sources

Apxutektypa Netwrix Auditor
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COLLECTION =)
Netwrix Auditor
Server
DATA :
COLLECTION = Integration API

Administrator
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Netwrix Auditor
Client
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Email,
3rd party tools
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Reports,
Alerts, Search




GC OncTpubyTuB B pa3sHbiX ¢popmaTax

rp} Netwrix Auditor 9.8

Welcome to

Visibility Platferm for User Behavior Analysis and Risk Mitigation

Metwrix Auditor for Active Directory
Netwrix Auditor for Azure AD
Netwrix Auditor for EMC

Metwrix Auditor for Exchange
Metwrix Auditor for NetApp

Netwrix Auditor for Network Devices
Netwrix Auditor for Office 365
MNetwrix Auditor for Oracle Database
MNetwrix Auditor for SharePoint
Netwrix Auditor for SQL Server

MNetwrix Auditor for VMware

MNetwrix Auditor for Windows File Servers

MNetwrix Auditor for Windows Server

Overview
Overview
Overview
Overview
Overview
Overview
Overview
Overview
Overview
Overview
Overview
Overview

Overview

Quick-5tart Guide
Quick-5tart Guide
Quick-5Start Guide
Quick-Start Guide
Quick-5tart Guide
Quick-5tart Guide
Quick-5tart Guide
Quick-5Start Guide
Quick-5tart Guide
Quick-5tart Guide
Quick-5tart Guide
Quick-5tart Guide
Quick-5tart Guide

AOucTpubyTne goctyneH
Ha cauTe B BUge

- hanna
- BAPTYasribHOW MalUUHbI

- NS pa3BepTbiBaHUA B
obnake Azure unu AWS




GEC Penun3 9.9 (aekabpb 2019)

Bo3mo)kHoCTK Bepcum 9.9
@ % @ ©

Camo-aypur MeHeppKep y4eTHbIX HoBble gawboppabi HoBoctu o npoaykre
3anucein
Q ® |
Noaaepxka npotokona TCP gnsa Mopaepxka Oracle 19C HoBble oTyeTsbl
ayAunTa ceTeBbIX YCTPOMCTB «Bce n3meHeHns» 6e3 SSRS

. 1



Penus 9.9 (HoBas pyHKLUMOHANbLHOCTL)

HoBass GYHKLMOHANLHOCTD

- /) @
o == ‘
=) &)
HecaHKUNOHUPOBAHHbIE NOMbITKU HecaHKUMOHUPOBAaHHbIE NOMbITKU Mpaea goctyna k SharePoint
Bxoaa B AD FS Bxoaa B VmWare ESXi n VCenter Online n One Drive for Business

—
/ ~
@8 Di/\f
N J?‘

MpaBa A40oCTyna K N0YTOBbLIM ApaoH ans CyberArk Privileged
auwmkam Exchange Online Access Security




(e DyYHKLUMM aAMUHUCTpPaTOpPa B KOHCOMNMW

Netwrix Auditor 9.9
Visibility Platform for User Behavior Analysis and Risk Mitigation ' yn pa B.rl e H M e 3a|u|a H Mﬂ M M

Quick Start Intelligence Configuration

A || & o)

Newadve  NewWindows » ABT. BKITl0OMEeHWe ayauTa

Directory Plan File Servers Plan Search Reports Monitoring Plans

»  [loGaBneHue LeneBbiX CUCTEM

= — g % D o

O = O * G L %5 . HasnaueHne poneit
New Windows New SQL Behavior Enterprise
Server Plan Server Plan anomalies Risk assessment overview Alerts Subscriptions

» HacTtpownku npoaykra
™M R7 pd B B 0 P poay

New New Exchange Failed activity User accou nt Activity outside
Exchange Plan Online Plan trend {

status changes business hours Integration Health status ) yn pa Bﬂ e H I/I e ﬂ I/I Lle H 3 Mﬂ M I/I

P O® 5 || = || = ® S

N A | oo il | - it »  YnpaBneHue agg-oHamu

Azure AD Plan All data sources endpoints changes administrator Settings Live news

. 1
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Mnardopma

Active Directory

VMware

MS Exchange

SQL Server

File Server

Group Policy

Server Configuration

SharePoint

SCVMM Environments

CeTesble ycTpoiicTea

KnroyeBble Bon POCbI ayAuUTa

Tunosble Bonpockl ayaura
* KTo poBaeun nons3osarens B rpynny?

* KTo ycnewHo sowen B cucremy / He cMor BOUTU?
* KTo genernposan nogpasgeneHuio npasea ynpaeneHus?

* KTo coaaan HoByto BUPTYanbHYo MalwmnHy?
* KT0 U3MeHuN napameTpsbl nyna pecypcos?

* KTO ynanun nouToBblit AWMK?
* K10 nonyuun focTyn K NOYTOBOMY SALMKY APYroro nonb3osarena?
* Kto uamenun Hactpoiku cnyxGsel Information Store?

* KTo nameHun cTpykTypy Tabnuusi B 6ase aanHbix SQL?
* KTo ynanun 6a3y aaHHbix SQL?
* KTo nobaeun HOBbIN NOTUH?

* KTo uamenun npaea gocryna k ¢aitnam NetApp Filer?
* KTo npocmatpuean BaxHble ¢aitnbl Ha dannosbix cepeepax?
* KTo yaanun cainsi ¢ cpainosoro cepeepa?

* KTO OTKNIOUMN YCUNEHHYIO NONUTUKY Naponeit?
* KTo otknroumn obbvekt GPO ot nogpasgeneHuna?
* KTo HacTpoun HOBYIO NONUTUKY ycTaHoBku MO?

* Ko ycraHasnvean MO 1 kakoe UMeHHO?
* KTo BHEC U3MEHEHWUA B CUCTEMHbBIN peecTp?
* KTO M3ameHnUn HaCcTPOWKN KOHUrypauuv komnetotepa?

* Kakue BeG-npunoxerus cosaasanucs/meHsnucs/yaananucs?
* Kakue cepsepb! 6binn gobasnensl k depme nubo yaaneHs!?
* KaKk MaMeHUNUCL HacTPONKKN BXOAALLMX/MCXOARLLMX COOBLLEHUI 3NEKTPOHHOW NOYTHLI?

* Kakue npoussefeHbl N3MEHEHUSA B HACTPOIKax BUPTYanbHbIX MalMH?
* Kakve BupTyanbHble MawmuHbl Bbinu gobasneHbl/yaanexsl?

* Kakoe HoBoe ycTponcTeo goGaeneHo B ceTb? MNetwrix Auditor

* KTO U3aMeHMN HaCcTPOWKK ceTeBoro MoHuTopa? (*)

* KTo uamenunn tabnuuy mapwpyTtusauum Ha poytepe? ()

* Kako# y4eTHOM 3anucu npeaocTasneHsl NpUBUNErin aaMUHUCTpaTopa ceTesoro MmoHuTopa? (*)
* Kakoe ycTpoiicTeo Gbino yaaneHo na cetn?

AYANT 1 OTYETLl O COOTBETCTBIIK
cTaHgaptam Wb




MHTennekTyanbHble BO3MOXHOCTU

&« All Alerts
Home > All Alerts
Ty Filter by tags | Mot set

Name

Access to Sensitive Data in Oracle Database
Account Deleted

Account Disabled

Account Enabled

Activity of a Specific Account

Computer Removed

Excessively Rapid Logons

Failed Access to Critical Assets

Failed SQL Logons

File Share Permissions Changed

Group Membership Changes

Interactive Logon to Domain Controller
Launching Mon-Permitted Program on Domain Contraller
Logon Attempt to a Disabled Account
Logon to a Specific Machine

Logons by User

Mass Data Removal from File Servers

Mass Data Remaoval from SharePaint
Member Added to Privileged Group
Member Removed from Privileged Group
Multiple failed logon attempts to network device
Multiple Failed Logons

Metwaork device canfiguration changed
Network device hardware issues

Object Permissions Changed in Active Directory

Organizational Unit Management

Mode
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ off
@ On
@ off
@ off
@ off

@D off

PaccnegoBaHue MHUMOEHTOB

Risk scare

80

2 - MHTepaKkTnBHbIN NOUCK
300 roToBbIX OTYETOB
[Nonb3oBaTenbCckne OTYEThI
Buoeosanucb aencreum

Mot set

15
30

g BoiaBneHne aHomanumn

5

50

“ OugeHka puckoB

30

Mot set

30

KnaccudumkaTop OaHHbIX

Mot set
50

50

" [ToporoBble 3Ha4YeHUA ans
8 ONOBELLEHNN

25

25

35

Not set

Not set

Not set
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@ Preview Report
Timeframe: [Previous quarter |v] Top: [5 ™~
From: IBIW'ZUIS 12:00:01 AM E To: IBHIZUIS 11:59:59 PM a
H 41 of1 b ki [100% Find INext W - @& & B
Top: 5 From:  4/1/2015 12:00:00 AM Tor 6/30/2015 11:5%:59 PM
CHANGES BY DATE SERVERS WITH MOST CHANGES S R . |
350
300 &
0 o . Y
» o
150 oesor [ 12:00:00 AM To: 6/30/2015 11:5%:59 PM
100
501
b . DOMAIN CONTROLLERS WITH MOST CHANGES
0 ¥ = D(Em»dnwxi\d-
(’9\" 5° 5 (p\'ﬂ
o ot o of
P o o i 0 200 400 600 800
DC501.drwaScl
USERS WHO MADE MOST CHANGES CHANGES BY AUDITED SYSTEM H
-
W Active Directory ! | n
cwwnswvvos - = e sene -
. File Servers o
—————————————— et s o m e e w W
- = s
VMware
orwxsy.sscn [ Windows Server MOST MODIFIED OBJECT TYPES
o 100 200 300 400 500 group -
. (cmpmer.
Enterprise Overview ( 9/7/2015 2:29:46 PM UTC+03:00
P (ors ) netwrix aonetl]
nTDssenice|
Refre: Subscribe netu.ll‘lx 60 20 0 20 20 60 80 100
Active Directory Overview (9/7/2015 2:33:50 PM UTC+03:00 ) netwrix
netwrix




6'c AHoOManbHOe noBeAgeHue

Ha LUKarne BpeMeHu

< Behavior Anomalies
Home » Behavior Anomalies
RISK SCORE TIMELINE Last 30 days
I|I|I 2000
".3\
1000
Alnaiilzgninenunnnannilnnn.as.
1282018 2nRrms 204128 27208 2n0me 2n3neoms 2nerms 2182018 221218 21252018

User Riskscore Last alert time

A nwxdemo\F.Mercury View Profile 2880 2/27/2018 8:40:17 AM .
£, nwxdemo\Pavel View Profile 2430 2/27/2018 8:36:16 AM

A nwxdemo\G.Gilmour View Profile 1530 2/27/2018 8:33:15 AM

2, nwxdemo\AVivaldi View Profile 1500 2/26/2018 8:38:16 AM

A mixdemo\E.Presley View Profile 1350 2/27/2018 8:37:16 AM

A NWXDEMOYJakob View Profile 1230 2/21/2018 1:27:52 PM

A nwxdemo\V.Pervoy View Profile 1230 2/27/2018 8:34:15 AM

2 nwxdemo\Diana View Profile 1080 2/21/2018 7:05:52 AM

£, nwxdemo\J).Morrison View Profile 1050 2/21/2018 T:07:52 AM

A nwxdemo\).Bach View Profile 1050 2/26/2018 8:33:17 AM

2 nwxdemo\J.Joplin View Profile 990 2/21/2018 T:06:52 AM

2 mwvremmRranden View Profile 840 221/2018 TN51 AM e
neturix

QO000000C6000




GC Mpodunb nogo3peBaemMoro

-

-

-

-

-

-

-

-

-

& User Profile NWXDEMO\e.presley)

Home > Behavior Anomalies > User Profile (NWXDEMO\e.presley)

| RISK SCORE BY TOP FIVE ALERTS
il

o

Alert time Alert name

2017-11-12 7:08:13 PM Account Disabled
2017-11-12 7:05:18 PM Group Membership Changes
2017-11-12 7:05:18 PM Any Admin Group Change
2017-11-12 7:04:26 PM Administrative password reset
2017-11-12 7:04:09 PM Password Tampered
2017-10-19 1:23:51 AM File Share Permissions Changed
2017-10-19 12:19:38 AM Administrative Password Reset
2017-10-19 12:12:46 AM Group Membership Changes
2017-10-19 12:12:22 AM Account Disabled

2017-10-19 12:12:16 AM Account Enabled

HEN

115
80
55
50

Last 30 days

administrative password reset

group membership changes
password tampered

account disabled

any admin group change

Risk score Status
25 Z Active
50 Z Active
50 Z Active
70 Z Active
80 Z Active
30 Z Active
90 Z Active
65 Z Active
30 Z Active
30 Z Active

\
[ 5 ) NWXDEMO\epresley
=

N\

Total risk score: 520

8} Show user activity

Y Customize view

All filters selected

o>

S Show reviewea anomalics

Actions

@ Mark all as reviewed

O Refresh

netwrix




& User Profile (NWXDEMO\e.presley)

Home > Behavior Anomalies > User Profile (NWXDEMO\e.presley)

RISK SCORE TIMELINE lastodays /g7
Illll - '\\ P4 /,l NWXDEMO\e.presley
(u\ Total risk score: 520
| 200

B} Show user activity

0 Filters
2017-10-16 20171019 2017-10-22  2017-10-25  2017-10-28  2017-10-31  2017-11-03  2017-11-06  2017-11-09  2017-11-12

Y Customize view

Alert time Alert name Risk score Status 3
.. Allfilters selected
4 2017-11-12 7:05:18 PM Group Membership Changes 50 £ Active 2 Show reviewed anomalies
Details Linked actions
Description: Alerts on changes to the membership of critical domain groups (Enterprise Admins, = | Show user activity
meain Admins, Schema Admins). Use this alert to detect security issues and mitigate risks. Show this activity record
Risk score:
Who: NWXDEMO\e.presley
Object type: group
Action: Modified
What: \lchnwxdemo\Users\Domain Admins Actions
Where: dc.nwxdemo.lcl
When: 2017-11-12 7:05:18 PM %
Details: Security Global Group Member: & Mark all as reviewed
- Added: " ! Icl/Temp Employees/Jim Morrison”
“ O Refresh
b 2017-11-12 7:05:18 PM Any Admin Group Change 50 £ Active
b 2017-11-12 7:04:26 PM Administrative password reset 70 £ Active
b 2017-11-12 7:04:09 PM Password Tampered 80 £ Active
b 2017-10-19 1:23:51 AM File Share Permissions Changed 30 Z Active
netwrix




[NencTBus nonb3oBaTens

BO BCEX CUCTEeMaxX

Netwrix Auditor Tuesday, April 22, 2014 5} Netwrix Auditor Thursday, April 10, 2014 7:01 AM

All Changes by User All Changes by Audited System

Shows all changes across the entire IT infrastructure grouped by the users who made the changes. Shows all changes across the entire IT infrastructure grouped by the audited system,
Filter Value Filter Value
Who Changed: CITY\Megan Audited Systermn:  Active Directory
Audited System:  Active Directory Action Object Type What Changed Where Changed Who Changed  When Changed
. . B Added User MocalyeorpiUsersiJahn Smith rootdc Leorp.local CORP 2/26/2014
Action Object Type ‘What Changed ‘Where Changed ‘When Changed \administratar 51756 AM
m  Modified U ‘local\city'\People\Bill hi .city.local 3/20/2014 8:353:35 PM
=0 ocalicity\People\di chicago.city.loca B Added User “localycorp\UsershBrad Davis rootdcLeorp.local CORP 3/552014
Principal Name et to "Bill@city.local” ‘administrator  4:55:26 AM
B  Removed User \local\city\Peopleh Sophia chicago.city.local 3/20/2014 8:36:04 PM B Added User WocalycorpiUsershGreg Taylor rootdcLeorp.local CORP 3/6/2014
\administrator - 1:18:06 AM
Audited System: Windows Servers B Added User “localycorp\UsersiBob Brown rootdcLeorp.local CORP 3/652014
: \administrator  1:19:29 AM
Action Object Type What Changed Where Changed When Changed ®  Modified Group WocalcorpiUsersiDormain rootdeLearp.local  CORP 3/10/2014
Re ed Regi: K. Registry\HKEY_LOCAL_MACHINE\softw: 2k8 10/23/2013 6:29:14 PM Admins edministrator T8 AM
u mov: istry Key egistry’ | | software 123 " L .
\Microsoft\Windows\CurrentVersionInstaller Security Global Group Mermber added: "corplocal/Usersflohn Smith
\InProgress
N . o m  Added User MocaleorpiUsersiThormas Moore rootdc Leorp.local CORP 32042014
(REG_SZ): "C:\Windows\Installert 391ac.ipi \administrator L50:06 &M
Ownership: "Owner: NT AUTHORITY\SYSTEM"
B Added Group YlocalhcorpiUsershAccountants rootdcLeorp.local CORP 342072014
\administrator  1:51:44 &AM
Audited System: VMware Group Type "Security Domain Local Group®
Mernbers "localcorphUsers\Thomas Moore"
Action Object Type What Changed Where Changed ~ When Changed
B Added User WocalycorpiUsershdnna rootdcLeorp.local CORP 342072014
m  Removed VirtualMachine \ha-folder-root\ha-datacenter\vm’kn https://10.0.4.48:443 10/25/2013 6:38:42 PM Thampsen Vadministrator  L52:22 AM
®  Modified Group “localvorp\UsersiAccountants rootdcLeorp.local CORP 3/20/2014

. dimini 1:52:58 Ak
Audited System:  SQL Servers . ‘administratar

Security Local Group Merber added: "corp.local/Users/Anna Thormpson

Action Object Type What Changed Where Changed When Changed

B Added User “localycorp\UsershSheila Hartford rootdcLeorp.local CORP 342072014
m  Added Database Databases\f] w2012dc1 10/24/2013 8:19:28 PM \administrator

1:53:57 &AM
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[Mpumep oTyeTa:

naMmeHeHusa B AD 3a AeHb

Wednesday, September 17, 2014

All Active Directory Changes by Date

Shows all Active Directory changes grouped by date,

E Filter Walue

Date: 9/16/2014

Action Object Type What Changed ‘Where Changed Who Changed  When Changed
» Modified Group demonetariUsers\ Domain PDC.nebarizdema METWRDX 2:50:09 AM
Admins “idministrator

Security Global Group Member added: "netwriz dermo/Key User Group/Chen Xin"
B Modified User “demotnebaridKey User Group PDC.netwrdemo  NETWRIX 3:50:33 AM
WChen Xin “administrator
User is not required to change password at next logon

Account Options added: "Password never expires”

u  Added User “demotnetaridUsersiohn PDCinetwricdema  NETWRIX 4:54:18 AM
Srnith NAdrministrator

m  Modified User ‘demaotnebarixiUsers PDC.netwrimdemo  NETWRIX 6:27:30 Ak
Whdrministrator SAdministrator

Account Options added: *Passwaord never expires”

m  Added User YdermoinetaridUsersiames POC.netwridema  METWRIX £:30:16 AM
Brown NAdrministrator

m  Modified Group “dermonetaridUsers POC. netwredemo  MWETWRIX 6e31:#0 AN
WSS ADMIN_WPG “hdrministrator

Security Local Group Member added: “netwredermo/Users/)ames Brown”

B Modified Groiip hdemotnebariUsers PDC.netwiisdema  NETWRIX GA0:06 &AM
WYES_ADRMIN_WPG “Administrator

Security Local Group Member removed: "netwricdemo/Users/lames Brown”

o Modified Group “dermo\netwriBuiltiniRemote PDCnetwridemo  NETWRIX 737 AM
Desktop Users SAdministrator

Sacurity Local Group Member added: "NETWRIXWhparks®

m  Added User YdermotnebarixtUsersiHarold PDC.netwrizedemo  METWRIX 2:20:35 &M
Parks Widrainistrator
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February 24, 2016 2:55 PM

Security Groups Changes

Shows changes to security groups (permissions, membership, descriptions, etc.), and affected parent

groups.
Filter Value
Who: ENTERPRISE\J.Carter
Action What Scope When
B Modified \com\enterprise\Managers\Managers Security Global Group 1/11/2016
4:17:22 AM
Where: DC1.enterprise.com
Security Global Group Member:
+ Added: "enterprise.com/Managers/Harry Malicious™
Who: ENTERPRISE\T.Simpson
Action What Scope When
B Modified \com\enterprise\Users\Domain Admins Security Global Group 1/13/2016
12:43:00 PM
Where: DC1.enterprise.com
Security Global Group Member:
+ Added: "enterprise.com/Users/Peter Anderson”
= Modified \com\enterprise\Users\ChangeAuditor Administrators Security Domain Local Group 1/13/2016
- DELLCA 12:43:24 PM

Where: DC1.enterprise.com

Security Local Group Member:
+ Added: "enterprise.com/Users/Peter Anderson”
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Track Inactive Users

MNetwrix Auditor audits and sutomates the management of inactive user accounts.

[ Enable inactive user tracking

Consider user inactive after EI days of inactivity
Actions

[ Motify manager after days of inactivity

[+ Set random password after E days of inactivity

[ Disable account after days of inactivity

[ Move to a specific OU after days of inactivity
OU name: |NETWRIX/ Users ] Izl

[] Delete accounts after [ 380 days of inactivity

Scope -
[[] Filter by account name:  |*
] Filter by organizational unit [ Select OUs..

[# Process user accounts
[] Process computer accounts
[[] Delete account with all its subnodes (Windows 2008 or above)

[] Motify managers only once
Reporting
Send reports to: [Mministmiur@n!twrix.demu

| ® [ ety

Edit e-mail ternplate:
[[] Attach report as a CSV file

BbissBlneHne HeakTUBHbIX
nonb3oBaTeneun

Member Added to Privileged Group

Alerts when a uwier ik sdded to one of the cribical domain groups (Enterprise Admans, Domain Adming, Schema Adming).

WWha: HNWEDERMOha. tkach

Action: Modified

Cbject type: group

What \kehrecdematUsers\ Domain Admins

W TGRS G025 P

Wiere: de.mawdemao.ld

Wiorkstatson: 172.17.659

Data souree: Actrve Directory

Monitaring plan: Actroé Directory

Rem: racedema.lel (Domain)

RIC: 20MB0T18151600271E4 152 1C9BE 240448401 FT4T 12600245
Details: Security Global Group Member: - Added: “mwedema.dcl Temp Employees/Ebis Presley”

Failed Activity Trend

Filter Value

300
200

100

o
10/9/2018 10/14/2018 10/19/2018 10/24/2018 10/29/2018 11/3/2018 11/8/2018

00 Active Directory Logon Activity BBl Azure AD 000 File Servers WM Oracle Database Wl SQL Server
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E? Password Expiration Alerting

Netwrix Auditor checks users in the specified Active Directory domain or organizational unit to detect users whose passwords and
accounts are about to expire in a specified number of days, sends notifications to these users and reports to managers and
administrators.

[w] Enable password expiration alerting

[V Send reports to administrators: |).Carter@enterprise.com I Verify

Provide a list of emails separated by commas
[T] Attach reports as CSV files

[C] Send reports to the users' managers , Customize...

List users whose accounts or passwords expire in: days or less

[_] Only report on users with expiring accounts

["] Display the following From address in email notifications:

[¥] Notify users
O Every day if their passwords expire in: [ 14| daysorless | Customize..

(® First time when their passwords expire in: days Customize...

Second time when their passwords expire in: days

Last time when their passwords expire in: days Customize...

[ Notify users by email every day if their accounts expire in: 14 days or less | Customize...

[W] Notify users by text messages:

Select OUs..,

[T] Filter users by the organizational unit:

[C] Filter users by the group: [ Select Groups... ‘
Advanced settings:




Bo3BpaT HexxenaTteribHbIX
nameHeHuun B AD

rrc
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Select Changes for Rollback

Below is a list of changes that occurred in the specified time range.
Highlight an object to see what action will be performed.

EB Eurcpe

D% Infrastructure (infrastructureUpdate, Modified)

EEl Morth America

w-|_FR NTDS Quotas (msDS-QuetaCentainer, Modified)

EB System

EEB Temp Employees

EDﬂ Dawvid Gilmour (user, Modified)

: Ohbject Security

Dﬂ Dmitry Burmistrov (user, Modified)

Dﬂ Elvis Presley (user, Modified)

Dﬂ Freddy Mercury (user, Modified)

El:'ﬂ Jakeb Himmelstein (user, Medified)
Object Security

|

[—]Dﬂ Janis Joplin (user, Modified)

Object Security

[—]Dﬂ Jim Morrison (user, Modified)

Object Security

W Vil Dmrmomes foveme A AN

Current value:  ‘lchnwxdemoiUsers\Domain Admins
Rollback to: Mone
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0] Netwrix Auditor - oiEm

]
@ Reports ALL REPORTS COMPLIANCE Logon Activity

Contains a set of logon reports. Use these reports to validate compliance and

| D| Summary:

> ¥ Organization Level Reports analyze user activity.
4 [0 Active Directory
I ¥ Active Directory Changes ] Netwrix Auditor - All Logon Activity = B
b B8 Active Directory - State-in-Time .
v @ Preview Report
b 8 Group Policy Changes
P B8 Group Policy - State-in-Time Managed Object:  |dnws.lcl ] Timeframe: Specific dates | ]
4 77 Logon Activity From: [4/28/2016 12:00:01 AM 2 Y [+/25/2016 11:59:59 PM iz
B Accounts with Most Logon Activity | Heur From: 12 AM Hour To: 12 AM
P All Logon Activity Who (Domain\User): [% Whao (Exclude Domain\User):
P Failed Logons What: % Workstation: %
P Interactive Logons where: % Logon Type: Al
P Successful Logons Action Type: All Sort By: When v]
User Logons and Logoffs on Domai =
P 9 9 4 4 Jio  of10 b Pkl [100% Find [Next E- % & B
> B8 Exchange N - -
£4 Netwrix Auditor Friday, April 29, 2016 3:18 PM ~
> B8 Exchange Online

b File Servers e B Newsawwrmex [

m Failed Logon Non-Interactive N7A
o9 ¢ Search & who 4 action [\ wHAT © when B where = Tools

Home > Search

Where: eS0T dnws el
. 01 copy search
Workstation: ~ spb-s15003.nwclocal (i Er=xiT g 0 cory
Cause: User logon with misspelled or bad password ‘ Everywhere - ‘ ‘ Contains v |ILm:k£d out | [J Paste search
This entry represents 2 matching events occurring withi :
‘ Data source v ‘ ‘ Equals v | ‘ACUVE Directory

m Successful  Interactive des01.drwss el R Save a5 report
Logon
Where: eS0T dnwss el

[ Openin new window m [ Simple mode -

Workstation: spb-sls003.nwxlocal %] Subscribe

What ‘Where

[subscribe | i - st
4 NWXDEMO\DCS user ' Modified \chnwrdeme\Temp Employees\Pavel Tarabanov de.nwredeme.lcl

User Account Locked Qut (SPB-5L5007)

Exclude from search Include to search  p

Data source: Active Directory

i

[ Export data

Select columns

Monitoring plan: ~ Active Dircctory
Item: nuxdemolcl (Domain
Details: User Account Locked Out (SPB-SLS007)

Read more...




Netwrix Auditor for

Exchange
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< Reports

Home > Reports

Enter your search

3 Azure AD

4 Exchange

B
B
B
B
B
B
B
B
B
B
B
B
B
B
B
B

Exchange Server Overview

All Exchange Server Changes

All Exchange Server Changes by Server

All Exchange Server Changes by Group

All Exchange Server Changes by Object Type

All Exchange Server Changes by User

All Exchange Server Changes with Review Status

All Exchange Server Non-Owner Mailbox Access Events
All Exchange Server Mon-Owner Mailbox Access Events by U...
Address List Changes

Mailbox Changes

Mailbox Delegation and Permissions Changes

Mailbox Storage Quota Changes

Email Address Policy Changes

Exchange Database Changes

New Exchange Servers

All Exchange Server Non-Owner Mailbox Access Events
Description:

Shows all mailbox access performed by someone other than the mailbox owner. Use this report
to protect your Exchange organization by identifying unauthorized activity.

netwrix

KoHTponb nameHeHun B Exchange

- Hactpownkn Exchange

- lameHeHnsa B NOYTOBbLIX
AumKax (KBOTbl M np.)

- lameHeHna npas

- NoopobHo: gencrTena B
OOLLMX MOYTOBLIX ALLMKAX
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B Exchange Online

@ Re ports ALL REPORTS -

A

@ Search 3 who ’Acnnu WA wiar @ when g where

b B Organization Level Reports
_ o R ELLICH Sl “Exchange Online” x  Eedols-adaYs/- "Role Group” x m
b 8 Active Directory Exchange Onl|
= Who Object type Action What Where When
b B Exchange CHANGES BY DATE
o h i 100 J.Carter Role Group W Added RIM-Mailbox DM3PR15 3/18/2016
R e @enterprise2016. AdmMins74583  MB0603  5:02:14 AM
[P Exchange Online Qvervie - onmicrosoft.com
&0
. Managed Object: enterprise2016.onmicrosoft.com
All Exchange Online Char : . .
P change ©nline Lhat 0 - Roles: "Address Lists; Audit Logs; Data Loss Prevention; E-Mail Address Policies'
P All Exchange Online Non 0 < < . Members: "H.Malicious"
éé‘ & Jﬁf‘ Name: "RIM-MailboxAdmins74583"
P All Exchange Online Non o5 S s
P Exchange Online Groups T.5impson Role Group  ® Modified Help Desk BLUPR15 3/18/2016
USERS WHO MADE MOSTCH  @enterprise2016. MB0210  5:00:35 AM
P Exchange Online Mail Us onmicrosoft.com
P Exchange Online Mailbox \Carter Managed Object: enterprise2016.onmicrosoft.com
@enterprise2016.0nm ... . Members changed to "].Carter”
P Exchange Online Mailbox
T.Simpson
P Exchange Online Manage = @enterprise2016.0nm ... Transport Rule [N
P Exchange Online Public F

]
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2. Y Koro eCctb K HUM gocTtyn?
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OaHHbIM?

4. Kak knaccudmkatop gaHHbIX NMOMOraeTt CoOoTBeTCTBOBaTb
HopMaTMBaMm?
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Sensitive Files Count by Source

Shows the number of files that contain specific categories of sensitive data. Clicking the "Categories” or
“Source” link narrows your results down to a certain file in this report. Use this report to estimate amount
of your sensitive data in each category, plan for data protection measures and control their

implementation.

Filter Value

Content source Categories

WFILESRVOT Accounting PCIDSS

WFILESRVOT\Finance Blpas

WWFILESRVOT\HR GDPR

WFILESRVOT\Marketing PCIDSS

WWFILESRVOT\Public GDPR
HIPAA
PCIDSS

Files count

58

"3 Netwrix Auditor

Sensitive Files Count by Source

2018 12:19

Shows the number of files that contain specific categories of sensitive data. Clicking the "Categories” or
"Source" link narrows your results down to a certain file in this report. Use this report to estimate amount
of your sensitive data in each category, plan for data protection measures and control their

implementation.

Filter Value
Content source Categories
WWFILESRVOT\HR\Annual Repart GDPR
AWFILESRVOTYHR\Appraizal review GOPR
FILESRWVOT'\HR\Benefits and compensations GOPR
FILESRVOT\HR\Code of conduct GDPR

FILESRVOT\HR\New employee GDPR

Files count
410

3892

693

734

3738

KOH(naeHUunanbHble AaHHble?

rix Auditor h 2018 10:09

Overexposed Files and Folders

Shows sensitive files and folders accessible by the specified users or groups, based on the combination
of folder and share permissions. Clicking the "Object path” link opens the "Sensitive File and Folder
Permission Details” report. Use this report to identify data at high risk and plan for corrective actions
accordingly.

Filter Value

Group Name:  Everyone

Object path Categories
Wilesrv0T\Public GDPR.
HIPAA
PCIDSS
User Account: NT AUTHORITYNANONYMOUS LOGON
Object path Categories
Wfilesrv0T\Public GDPR
HiPAA
PCIDSS
Group Name:  NT AUTHORITY\Authenticated Users
Object path Categories
filesr/0T\Marketing\Factory Campaign_Feb 2018 PCIDSS
\\filesrT\Public GDPR
HIPAA
PCIDSS
netwriX | overexposed Files and Folders 10f1
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S} Netwrix Auditor 25 March 2018 09:55
Most Accessible Sensitive Files and Folders
Shows the number of users that effectively have access to sensitive files or folders, sorted in
descending order. Clicking the "Effective users count” link opens the “Sensitive File and Folder
Permissions Details” report. Use this report to identify data at high risk and plan for corrective actions .. .
accordingly: Sensitive Files and Folders by Owner
B Filter Volue Shows ownership of files and folders that are stored in the specified file share and contain selected
categories of sensitive data. Use this report to determine the owners of particular sensitive data.
Object path Categories Effective users count
Filter Value
\Wilesr0T\Marketing PCIDSS 2
\filesrvOT\Marketing\Factory Campaign, Feb 2018 PCI DSS Authenticated Usars Owner:  S$-1-5-21-1215417778-3642643989-2723776114-1008
Wfilesr07\Marketing'Promo PCIDSS 2 UNC path Categories
Wilesr07\Marketing \Web sites PCIDSS H \Mfilesr07\Marketing\Prome PCIDSS
- . - ) Wilesrv0T\Marketing\Web sites PCIDSS
netwriX | Most Accessible Sensitive Files and Folders 10f1
Owner: 5-1-5-21-1215417778-3642643989-2723776114-1012
UNC path Categories
WfilesrvOT\Marketing\Factory Campaign, Feb 2018 PCI DsS
%] Netwrix Auditor 25 March 2018 10:07 Owner: 5-1-5-21-1215417778-3642643989-2723776114-1013
UNC path Categories
sy B . B \filesr07\Marketingmfile-1.txt Uncategorized
Sensitive File and Folder Permissions Details
Wilesrv0T\Marketingmfile-219.0xt Uncategorized
Shows permissicns granted on files and folders that contain certain categories of sensitive data. Use this WilesnOT\Marketing\mfile-220.xt Uncategorized
report to see who has access to a particular file or folder, via either group membership or direct
assignment. Reveal sensitive content that has permissions different from the parent folder. WilesndT\Marketing\mfile-221.txt Uneategorized
Filter Value filesrOT\Marketing\PR Uncategorized
Object: \\filesrvO7\Marketing\Factory Campaign, Feb 2018 (Permissions: Different Owner:  S-1-5-21-1215417778-3642643989-2723776114-1022
from parent) UNC path Categories
Categories: bCIDSS \filesn0T\Marketing|\Exhibitions and Seminars Uncstegorized
Account Permissions Means granted
NT AUTHORITY\Authenticated Users Read (Execute, List folder content)  Directly netUJf IX ‘ Sensitive Files and Folders by Owner 10f1
NT AUTHORITYASYSTEM Full Control Directly
WIN-CR43AOLBE7O\Administrator Full Control Directly
netwrix | sensitive File and Folder Permissions Details 10f1
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B Netwrix Auditor Monday, March 26, 2018 2:51 PM

Activity Related to Sensitive Files and Folders

Shows all access attempts (failed and successful changes, and successful and failed read attempts) to files and folders that contain certain categories of sensitive data.

@Filter Value
Action Object type What Who When
" Added Folder \\ilesvO7\Public\High precision test WIN-CRI3AOLBETO 230018
\Administrator 1:55:32 PM
Details
Where: FILESRVOT
Workstation: spb-tpal0l.nwrlocal
Categories: HIPAA, GOPR
Session 1D 01¢6b396-0000-0000-01d3- c29460¢ 18360
5 Modified file \ilesrvOT\Public\High precision test\Driving ficense bt WIN-CRA3A0LBETO 237208
\Administrator 1:55:56 PM
Details
Where: FILESRVOT .
Workstation: 3pb-tpa00.mwclocal & Preview Report
Categores: HIPAA, GOPR )
Session 1D: 01c6b396-0000-0000-01d3-c23460¢ 18360 Home > Reports > Preview Report
Monitoring plan: |File Server (v Item: |FILESRV07 (Computer) [:]
From: [3/25/2018 12:00:01 AM B 1o [3726/2018 11:59:59 PM |
Timeframe: This year Who (Domain\User): |%
Who (exclude Domain\User): | What (UNC path): %
Where (server name): |% Object type: |%
Action type: {Changes, Failed Attempts, Readsf XJ Workstation: I%
Sort by: When Categories: §9PR, HIPﬁ&jC! Diss, Unﬁcatergll]
(Select All)
4. 9§GDPR
M 4 of3 b b 100% Find [Net B~ &
I | | [FHIPAA

%} Netwrix Auditor Monda SC‘ ‘:55 s
YUncategorized |

Activity Related to Sensitive Files and Folders
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Germany

Find: Erika Mustermann

.

|| visplaying results 1 to 3 of 3

1 \FILESRVO7\Public\Reminder.txt (100%)

Extract: Erika Mustermann's birthday is on 7th of June 1984

a

[1KB] file:/PFILE

VO7\Public\Reminder.txt - Info Related Calculations Add to Working Set Add to Negative Working Set

2 \\FILESRVO7\Public\Cards dump and others\Personal card.rtf (100%)

Extract: Erika Mustermann MasterCard 5131210237428400, valid until 02/2021, CVC 054

Sensitive File and Folder Permissions Details

Shows permissions granted on files and folders that contain certain categories of sensitive data. Use
this report to see who has access to a particular file or folder, via either group membership or direct
assignment. Reveal sensitive content that has permissions different from the parent folder.

Object: \Wfs1\Accounting (Permissions: Different from parent)
Categories: GDPR, PCI DSS

Account Permissions Means granted
ENTERPRISE\.Carter Full Control Group
ENTERPRISE\T.Simpson Full Control Directly
ENTERPRISE\A.Brown Full Control Group

Object: Wfs1\Accounting\Europe (Permissions: Different from parent)

Categories: GDPR
[1KB] file:/A\FIL \Cards dump and others’ card.rif-Info Related Calculations Add o Working Sec Add to Negative Working Set
Account Permissions Means granted
3 \\FILESRVO7\Public\For OCR\Passports and IDs\Germany national ID.jpg (75%)
ENTERPRISE\M.Smith Full Control Group
Extract: BUNDESREPUBLIK DEUTSCHLAND T22000129 FEDERAL REPUBLIC OF GERMANY / REPUfILIOUE FEDERALE D'ALLEMAGNE PERSON ALAU SWEIS Name/Surname/Nom IDENTITV|
Vomamen/leen names] Prénoms ERIKA Gebuflsll /Dale of birth] Sui-tearizehSrkds Dale de nu mm 1 2. 08, 1 964 Gebufiwfifia 31.10. 2020 938568 "19.9%.2me W44 ENTERPRISE\A.Gold Full Control Group
[1046KE] file://ANFILESR! annen\Germany national ID.jog - Info  Related Calculations Add to Working Set  Add to Negative Working Set
PCI D35 v e H
| Visa
EH[y PCIDSS
E-J Payment Cards (71 of 100) i
() AMEX (8 of 8)
[ Diners Club (7 of 7) I:‘ Type Clue
|} Discover (6 of 6)
() JeB (1 of 1) | Standard o ‘ |
[) Mastercard (4 of 4) -
i~1J UnionPay (0 of 0) Reskx Ab(Z=I- [ \)ARA{EHEN I T2 NG AR YR NANSEH0AAIN2(PNE | \dNS{3} | 1234 | 2345|3456 | 5678 | 7890)(\c{ANN \dap o .
B] visa (30f3) | s \AN2(NG | (AT | 1234 | 3456NGHAIENIENADND Languzzes
Standard 'CCVI'  Languages i ] 5
Standard 'Visa' Languages [ ] 5

Bulk Edit | Bulk Insert
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ANA ObHapyXeHs aTak Ha GpaiioBble cepBepa

Failed Activity Trend

Shows consolidated statistics on failed actions, including failed read attempts, failed modification
attempts, failed logons, etc. The report also lists the sers with most failed attempts.

10

140

12

100

21200 menon P e P e 2o
= Orace = LonAciy - SQUServrs e Fie Servers

Date:  2/07/2017 (Attempts: 150)

Who Attempts
ENTERPRISE\D.Harris 78
ENTERPRISE\G.Brown 50
ENTERPRISEVT.Simpson 22

TpeHAbl HeyAauHbIX aKTUBHOCTEN
(Failed activity trend)

0OnepaTuBHO 06HAPYXUBAIATE MHOTOKPATHBIE HeYAaUHBIE MOMLITKY
NONb30BATENEH 3AMOMIHUTCA WAV NPOUNTATS, USMEHNTS, YAANMTE
baiinsl MAM NaNKu, UTo6bI NPEAOTBPATUTS aTaKy 1 yTeuKy
KPUTMUECKIIX AaHHBIX Balleli OpraHM3aLMM.

Netwrix Auditor no3sonseT nerko o6Hapy>xMBaTb NUKN

y W B BalWNX dail

v apyrux
KPUTUUECKUX ANR 6U3HECA CUCTEMAX, 3 TaKXe N03BONseT
paccneoBaTh TpeHAb! aKTMBHOCTI NoJib30BaTeneli ¢ Han6oNbLIKM

KOMMHECTBOM HeyAaUHbIX ACHCTBMIA.

al/laMeHeHMﬂ B NpaBax Aoctyna
(Changes to access permissions)

B3NOMLUMKY HUYETO He CAENAIOT C BALLMMM AaHHBIMM, NIOKA He
NoAy4aT onpeAeneHHsIii yposeHs 4OCTyNa K Him. MosTomy nocne
B3/10Ma CACTEMbI OHM MbITAIOTCA B3NOMaTh NPUBMAErVIPOBaHHBIE
aKKayHTBI, YTOBbI MONYUUTH HEOBXOAVMBII YPOBEHb AOCTYMa K
AaHHBIM.

He Te

M3MeHeHWA B NpaBax A0CTyNa Ha BalMX $aiinosbIX cepeepax v
o6HapyX1Bas BCe CNy4an, KOrAa NoNb30BaTeNAM pasjaloTcs

npuBKneruy 6es paBoueli HeoBXoAMMOCTA.

Permission Changes

Shows changes in file, folder, and share permissions for a specified period of time. This report must
asis to detect access and verify that only allowed groups
of people have access to sensitive data.

Action Objecttype  What Who When
B Modified Folder \Ws1\Office\Management  ENTERPRISEV.Smith  2/07/2017
34411 PM
Where: fs1
Permissions:
+ Added: "ENTERPRISEE.Nelson (Allow: Create files / write data, Create folders /
append data, Write extended attributes, Write attributes) Apply onto: This folder only”

® Modified File WsT\Office\Marketing\

ENTERPRISE\K Brown 2/07/2017
Strategy.docx 1

:44:51 PM
Where: fs1
Permissions:
+ Added: "ENTERPRISENT.Lee (Allow: Create files / write data, Create folders /
append data, Write extended attributes, Write attributes)”




6c TpeHAbl Heyaa4yHbIX aKTUBHOCTEW

Failed Activity Trend

Shows consolidated statistics on failed actions, including failed read attempts, failed modification
attempts, failed logons, etc. The report also lists the users with most failed attempts.

160
140
120
100
8O
60
40
20
0

2m2o17 2022017 232007 2oa2n7 208207 20672007 orRnT
mm Oracle == Logon Activity SOLServers = File Servers

Date:  2/07/2017 (Attempts: 150)

Who Attempts
ENTERPRISE\D.Harris 78
ENTERPRISE\G.Brown 50

ENTERPRISE\T.Simpson 22

n TpeHAbl HeyAa4YHbIX akTUBHOCTeN

(Failed activity trend)

OnepaTUBHO OBHapYXVBaliTe MHOrOKpaTHLIE HeyAauHbIe NoMNbITKK
nonk3oBaTeneil 3a10rMHUTECA WKW NPOYKTaTh, U3MEeHWUTB, YAanUTh
dakinel MNK Nankw, 4Tobkl NpegoTBPaTUTE aTtaky 1 yTeuky
KPWUTWYECKX AaHHbIX Balleid opraHnsaunm.

Netwrix Auditor nozsonseT nerko obHapyXnUBaTb MUKW
HeyAauyHol aKkTUBHOCTU B BalunX $aiAnoBbiX cepBepax 1 Apyrux
KpUTUYecKUX Ana 6M3Heca cucTemax, a Takxxe No3sonseT

paccnefoBaTtb TpEHAbI aKTMBHOCTK nonb3oBaTenei ¢ HamboNbLLWM

KONWYECTBOM HeyAauyHbIX AeiCTBIIA.




6C

aMBMEHEHMﬂ B MpaBax focTyna
(Changes to access permissions)

B3NOMLLMKW HAYEro He CAeNakoT € BalUMMKM JaHHbLIMK, NOKa He
nonyyart onpeAeneHHeIiA ypoBeHs 40CTyna K HUM. No3Tomy nocne
B3NOMa CUCTeMEI OHW NbITaKOTCA B3NOMaThk NPUEWMNErMpoOBaHHBIE
aKKayHTbI, 4TOBbI MONYYNTE HEOBXOAUMbIA YpOBEHb AOCTYNA K
LAaHHBIM.

He gonyckaiiTe NpeBbllWEHNA NPUBWIETWIA, OTCNEXWBaRA
M3MeHeHWs B NpaBax focTyna Ha BalwwWx $hainoBbIX cepBepax K

::-6Hapy>r<v|saﬂ BCe Cny4yaw, korga nonb3oBaTenam pasfartca

npwemnerum 6es paboyeli HEO6XOAMMOCTH,

N3MeHeHMe npaB AocTtyna

Permission Changes

Shows changes in file, folder, and share permissions for a specified period of time. This report must
be reviewed on a regular basis to detect unauthorized access and verify that only allowed groups
of people have access to sensitive data,

Action Objecttype  What Who When
B Modified Folder Wis1\Office\Management ENTERPRISE\].Smith  2/07/2017
3:14:11 PM
Where: fs1
Permissions:

* Added: "ENTERPRISE\E.Nelson (Allow: Create files / write data, Create folders /
append data, Write extended attributes, Write attributes) Apply onto: This folder only”

B Modified File Ws1\Office\Marketing\ ENTERPRISE\K.Brown 2/07/2017
Strategy.docx 1:44:51 PM
Where: fs1
Permissions:

* Added: "ENTERPRISE\T.Lee (Allow: Create files / write data, Create folders /
append data, Write extended attributes, Write attributes)”




@ Bcrnnecku akTUBHOCTM C AaHHbLIMM

Data Access Surges

Shows users who have accessed sensitive data they almost never accessed before

(by default, the inactivity threshold is set to 2 actions). The report highlights previously
inactive users who performed more actions within a short period of time (by default,
7 days) than during a considerably longer preceding period (by default, 30 days).

Path User Name Attempts
\\fs1\Office\Finance\Cardholders.xlsx ENTERPRISE\.Smith 19
http://spenterprise/Documents/Legal/ ENTERPRISE\G.Johnson 1

Sodial Security Numbers.xisx

\\emcfs2\Office\Accounting\Budget2016.xlsx ENTERPRISE\.Rosenberg 6
http://spenterprise/Documents/Accounting/ ENTERPRISE\.Rosenberg 3
Budget2016.docx

\\nf1\Marketing\Backup\Passwords.txt ENTERPRISE\D.Harris 2

B Bcnneckn akTMBHOCTU € AaHHbIMW
(Data access surges)

B310OMLMKN HacTO NCNONbL3YIOT HeaKTUBHbIE Y4YeTKW, YTObbI
MOAYYNTL AOCTYN K KOHOUAEHUMANBHBIM AGHHBIM UN
COBepLIUTL Apyrue AeicTBUA He3aMeTHO.

Netwrix Auditor no3BonsieT 06Hapy>XUTb AeCTBUSA
nonb3oBaTesieil, KOTopble paHee 6bII HEAKTUBHbLI B

TeyeHue A0Nroro BpemMeHu. Takum 06p830M, Bbl MOXeTe

6nokvpoBaTtb 3TH akKKayHTbl U NpeceYyb BTOPXeHWe B CUCTeMy.




AKTUBHOCTb C NOTeHUMArbHO ONMnacHbIMU

doannamm

AKTUBHOCTb C MOTEHLMAJIbHO
onacHbIMM pannamm
(Potentially harmful files activity)

BO MHOMUX Cly4anx B3NOMLUMKU AEACTBYIOT He BPYYHYH; OHWN UCMONbL3YIOT
onpejeneHHble ¢paiinbl, 4To6bli NPOM3BECTV MACCOBYIO aTaky Ha Baluv

darinoBsble cepeepa v 3awmndposaTh Baln daiinbl, yAaNUTE KOHOUAEH-

UmanbHyo MHGOPMaLIMIO UK CKONMPOBAaTbL UHGOPMAaLVMIO Ha CBOW cepBepa.

Netwrix Auditor oTcneXXvBaeT NoA03pUTeNIbHbIE pacluMpeHns
$aiinos, KOTOpbie MOTYT OKa3aTbCA BPEAOHOCHLIMU U
onacHbIMU. Mbl COBETYEM MOANWUCATLCSA Ha TaKOW OTYET U NPOCMaTpUBaThL

ero exeAHeBHO, YTO6bl Bbl CMOI/IM MOMEHTaNbHO 6ﬂ0KMpOBaTb Takune

dannsbl.

Potentially Harmful Files - Activity

Shows the creation, modification, and deletion of potentially harmful files, such as
executables, installers, scripts, and registry keys on your file shares and SharePoint sites.
These files may be malware, viruses, or inappropriate distributives, and should not be stored
on shared resources. Use this report to track incidents and prevent security threats.

Audited System: File Servers

Action What Who

m Read \\fs1\shared\Dewisass.inf ENTERPRISE\).Carter

m Added \\fs1\shared\IT\distrib\ ENTERPRISE\G.Black
r34f3354g.exe

m Read \\fs1\shared\Managers\ ENTERPRISE\T.Simpson
nvcpl.exe

® Read \\fs1\shared\PM\crss.hta ENTERPRISE\P.Anderson

When

01/17/2017
3:10:45 PM

01/17/2017
2:56:49 PM

01/17/2017
12:12:09 PM

01/17/2017
6:31:59 AM




6: AKTUBHOCTb B Hepabo4ee BpemH

B AKTUBHOCTb B Hepabouyee Bpewms

Potentially Harmful Files - Activity - _ _
(Activity outside business hours)

Shows the creation, modification, and deletion of potentially harmful files, such as
executables, installers, scripts, and registry keys on your file shares and SharePoint sites.
These files may be malware, viruses, or inappropriate distributives, and should not be stored
on shared resources. Use this report to track incidents and prevent security threats. ECAM COTPYAHMK NOTVHUTCSA B KOPNOPATUBHbIN akkayHT 11 paBoTaer ¢

AaHHbIMW B Hepa6ouee BPeMSA, 3TO MOXET Bbi3BaTb COMHEHNA U

Audited System: File Servers
HEeobX0AMMOCTb B NpOBEpKe.

Action What Who When
e Wfst\shared\Dew\isass.inf  ENTERPRISEY.Carter — OnepaTuBHO y3HaBailiTe 060 Bcex AelCTBUSX B Hepaboyee
S10:45FM BpeMsi, KaK TO/IbKO OHW COBEPLUAKTCS, 11 BbICTPO
u Added Ws1\shared\IT\distrib\ ENTERPRISE\G.Black 01/17/2017 ; )
r34f3354&exe 2:56:49 PM O6Hapy)KVIBaMTe MHCangepckue atakv nan B3/IOMUINKOB.
= Read \\fs1\shared\Managers\ ENTERPRISE\T.Simpson 01/17/2017
nvcpl.exe 12:12:09 PM
® Read \\fs1\shared\PM\crss.hta ENTERPRISE\P.Anderson  01/17/2017

6:31:59 AM




6C [Tlpumep oT4yeTa: aKTUBHOCTD

Ha pannoBoM cepBepe

All File Server Activity

Shows activity (changes, failed modifications, reads and failed read attempts) on all audited

file servers.
Action Object type What Who
B Removed File W\ fs1\Office\Finance, ENTERPRISEY).Brown
Order231.docx
Where: ENTWKS0343
H Added Folder \Wis1\OfficeVAccountingy, ~ ENTERPRISE\J.Brown
Invoices
Where: ENTWKS0343
M Modified File WisI\Office\Marketing\, ENTERPRISE\M.King

advert_campaign.pptx

Where: 172.17.5.12

When

7/15/2015
1:20:39 PM

7/15/2015
211:41 PM

7/15/2015
2:20:14 PM

Kto/MTo/Korpa/l oe caenan
PunbTp 1 WabnoHbl *.*
Moanucka Ha OTYETHI

OnoBelleHnsa o nonbITKax
KONUPOBaHNA/ITEHUSA/N3MEHEHUS

MOHUTOPUHI OENCTBUN:
Utenune/Co3naHue/Ypanenne/IameHeHnn

HeynayHble nonbITKK
Aoctyna/uaMmeHeHuns

SkcnopT B hopmatsl csv/word/excel/pdf

. 1



6_C CtaTucTtuka no 4emMcTBUSM

Ha pannoBOM cepBepe

@ Preview Report

Managed Object: |Fi|e Server Fast, File Server Full M Timeframe:

From: |4/28/2014 12:00:01 AM H o To: |4/25/2016 11:59:59 PM ]
Whe (Domain\User): I% Wheo (Exclude DomaintUser): |

What (UNC Path): o N changes per User (Lower Limit): |100 |
Reads per User (Lower Limit): |0 Failed Attermpts per User (Lower Limit): |0

Deletions per User (Lower Limit): |0 Sort By: who

4 4t of1 b Pkl [io0% [ Find [next B - @& & B

User Activity Summary

Shows the most active users. Use this report to detect suspicious user activity such as high numbers of
failed access attempts or file reads.

Filter Value
Whao Changes Reads Failed Attempts Deletions
DMWX5\a.mozart 109 21 38 14
DNWXS\a.tkach 573 21 0 37
DNWXS\Administrator 126 0 0 4
DNWX3\e.presley 132 148 528 24
DMNWX5\NetwrixSve 116 260 0 13




G_C [lpumMep oTuyeTa:

MaTpuLa npaB gocTyna

53 Netwrix Auditor Wednesday, October 08, 2014 8:30 AM

Basic Account Permissions by Folder

The report shows accounts sorted by their inherited or explicitly assigned basic permissions allowing
them to access folders and subfolders.

B Filter Value

Folder path: \\pdc\Users\Administrator\Documents\Shared documents
\Accounting & Finance\Invoices

Account Permissions User Permissions Type
BUILTIN\Administrators List folder / read data Explicit

Read attributes

Read extended attributes

Read permissions
Change permissions

NETWRIX\Administrator List folder / read data Explicit
Read attributes
Read extended attributes
Read permissions
Change permissions

NETWRIX\cxin List folder / read data Implicit
Read attributes
Read extended attributes
Read permissions
Change permissions

. NETWRIX\Domain Admins List folder / read data Implicit I
Read attributes



GC [Tpumep oTverTa:

N3ameHeHUsa npaB Ha haunbl U NankKu

Permission Changes

Shows changes in file, folder, and share permissions for a specified period of time. This report must
be reviewed on a reqular basis to detect unauthorized access and verify that only allowed groups
of people have access to sensifive data.

Action Object type  What Who When
B Modified Folder WhsI\Office\Management EMTERPRISE\).Smith  7/15/2015
1:44:11 PM

Where: ENTWKS0312

Permissions:
= Added: "ENTERPRISE\E.MNelson (Allow: Create files [ write data, Create folders /
append data, Write extended attributes, Write attributes) Apply onto: This folder only"

B Modified File \Wis1\Office\Marketingy,  ENTERPRISE\K.Brown 7/15/2015
Strategy.docx 314:51 PM

Where: 172.17.2.45

Permissions:
= Added: "EMTERPRISE\T.Lee {(Allow: Create files / write data, Create folders /
append data, Write extended attributes, Write attributes)”

. 1



N30bITOYHbLIUM AOCTYN K pecypcam

Excessive Access Permissions

Shows accounts with permissions for infrequently accessed files and folders. Use this report
for spotting unnecessary permissions and preventing data leaks. Track permissions assigned
to accounts directly or by group membership.

Object: \\fs1\Acconting (Permissions: Different from parent)

Account Permissions Means Granted Times Accessed
ENTERPRISEVN.Key Full Control Directly 0
ENTERPRISENT.Simpson Full Contraol Group 0
ENTERPRISEVP.Anderson  Full Control Group 0

ENTERPRISEMK.Miller Write and List folder Directly
content

ENTERPRISE\T.Allen Read (Execute, Group
List folder content)



GC

[lpumep oTuyeTa:

HeyAa4Hbleé NMOoNbITKN YTeHUA

Failed Read Attempts

Shows unauthorized file access attempts. This report can be used for compliance audit to show
that all unauthorized data access activities are traceable and easily auditable.

Action

B Read (Failed
Attempt)
Where:

B Read (Failed
Attempt)

Where:

B Read (Failed
Attempt)

Where:

Object Type

File

ENTWKS0412

File

ENTWKS0524

File

172.17.4.34

What

\Wis1\Finance\Cardholders),
Owverview.xlsx

‘\Whs1\Finance\Accounting',
Statement0313.xlsx

Wis\HR\MewHire',
SalaryList.xlsx

Who

EMTERPRISEY,
B.Green

EMTERPRISEY,
S.Hernmandez

EMTERPRISEY,
K.Davis

When

9/26/2015
3:03:.08 PM

9/26/2015
3:05:38 PM

9/26/2015
3:07:23 PM

. 1



GC [Mpnmep oTyeTa:

vAaneHHble nanku n dannol

Netwrix Au Wednesday, September 24, 2014

Files and Folders Deleted

Lists all removed files and folders with their attributes.

O Filter Value
Action Object Type What Changed Where ‘Who Accessed ‘When Changed
m Removed File \Users\Administrator\Documents  pdc NETWRIX 972472014
\Shared documents\Human \administrator 34843 PM

Resources\Resume of Julien
Boutoille.docx

B Removed File \Users\Administrator\Documents  pdc NETWREX\hparks 972472014
‘Shared docurnents\Key User £:2%:48 PM
Group\Benjamin Bryson'3D
Animator Job Description.docx

W  Removed File: \Users\Administrator\Documents  pdc NETWRIX 92252014
\Shared documents\Marketing \Administrator 25713 AM
\White Papers\NewWP.pdf

®m Removed Folder \Users\Administrator\Deocuments  pee NETWRIX\bhelwig 972472014
\Shared documents'\Personnel 6:25:49 PM
Folders\Raj Patel

B  Removed Folder \Users\Administrator\Documents  pdc METWRIX 972472014
\Shared documents\Workflow \administrator 5:48:11 PM
\Contracts

B  Removed File \Users\Administrator\Documents  pdc NETWRIX 9/24/2m4
‘\Shared documents\Worlkflow ‘admimistrator 3:48:11 PM

\Contracts\ABC Corp Terms and
Conditions.docc

®m  Removed File \Users\Administrator\Documents  pdc NETWRIX. 972472014
\Shared documents\ Worlkflow ‘admimistrator FA%T1 PM
\Contracts\Home Staging
Services Agre.docx

B Removed File: \Users\Administrator\Documents  pdc NETWRIX. /2472014

\Shared documents\Workflow \administrator 34911 PM




@a Mpumep otuera: npaea gocTyna

& Preview Report

Home » Reports » Preview Repaort

Monitoring Plan: File Server Snapshot Date: Current Session View Report
Item: I\\nwxfsm\Emp\oyees (windows file sh.lﬂ Object UNC Path: I\\nwx‘fsm\Employees

Including Subfolders: One Level Object Type: Folders

User or Group (DomainyAccount): I% Account Type: IGroups, Users and Computers M

JlocTyn yepes rpymmnsl
Expand Group Membership: Yes Objects with Inherited Permissions: IHide . p p
Permissions Type: Basic Effective Access: ICcmbinalion of file and share permissw’uns I/IJII/I HaHpHMyIO

R > b O e M By & e e Bx1rouas Bce J0YepHUE MaKu

Account Permissions Means Granted ~
NT AUTHORITY\ Authenticated Users Read (Execute, List folder content) Directly
NT AUTHORITYA\SYSTEM Full Control Directly HOKaBbIBaeT HacﬂeHOBaHHH
NWXDEMO'a mozart Full Control Group
NWXDEMOha tkach Full Contral Directly
NWXDEMO\db.admin Full Contral Group
NWXDEMO\e.presley Full Control Group
NWXDEMOW.mercury Full Contral Group
NWXDEMO\g.gilmour Full Control Group
v
NWXDEMOY.bach Full Control Group

neturix




GC [lpumep oTuyeTa:

Hencnonb3yemble pannbli

Managed Object: File Server Full Snapshot Date: ICurrent Session .
Not Madified in (Days): [180 Sart By: ISize (Mb)[v]
Stale Data by Folder
Shows folders containing files with no recent changes (180 days by default). Use this report i T T I Fod [Nt B - @ & B
to identify files and folders that can be safely deleted or moved to archive. %3 Netwrix Auditor Friday, April 29, 2016 4:08 PM
Folder Owner Unchanged Unchanged . .
Files Files Size (MB) Stale Files List
Ws1\shared\iti2013 ENTERPRISE\Administrators 18 354.0445 Shows files with no recent changes. This report is pre-filtered and references the data from the "Stale Data by
Folder” report.
Filter Value
WWfs1\Shared\Finance\ ENTERPRISE\S.Bostyn 12 112.5711
2014_Reports Size (MB)  Owner Path Created Modified
571250 BUILTIN'Administrators \\SQL302\data"Mail\Users\Common'340.wav 2/16/2016 2/18/2015
\\fs1\Shared\Legal\ ENTERPRISE\F.Ramirez 42 587.6654 10SLSEPM - STRM
2015_Contracts 541875 BUILTIN\Administrators  \\SOL502\data\Mail\Users\Common\257.wav 2/16/2016 2/18/2015
10:51:46 PM 5:54:05 PM
49,5000 BUILTIN\Administrators  \\SQL502\data\Mail\Users\Common\341 wav 2/16/2016 2/18/2015
\\fs1\Shared\Sales\ ENTERPRISE\K.Gramberg 38 891.1135 10:52:00 PM 5:54:08 PM
2014 Quota
48.3125 BUILTIN'Administrators  \\50QL302\data"Mail\Users\Common'258.wav 2/16/2016 2/18/2015
10:51:51 PM 5:54:06 PM
42,4638 BUILTINVAdministrators  \\SQL302\datz\Mail\Users\Commonh242. wav 2/16/2016 2/18/2015

10:52:06 PM 5:54:00 PM




Moaynu ana SQL, Oracle,
Sharepoint, VMware

MOHUTOPUHT N3MEeHEeHUN B OCTaJIbHbIX CUCTEeMaX




[Tlpumepbl OTHETOB:
nameHeHusd B Microsoft SQL

€rc

All SQL Server Changes

Shows all changes made to SQL server c*
deleted server instances, roles, tables, cc
This report can be used for compliance :

Objec All SQL Se

All SQL Server Data Changes

Shows all data manipulations that occurred on a specified SQL Server.

Action

Action Object type What Who When
Shows all changes
M Added Login  deleted server inst: MAdded Data Row Databases\Sales\Tablesh, ENTERPRISE, 8/10/2015
This report can be | dbo.Product\Data Row W.Brown 2:19:47 PM
. I Where: sqll\sgldbl
Where: sgll\s Action Obje  workstation: sqgll
Workstation: sqgll Productld: "6E029233-609E-4F7D-9AB2-86080F0FBC52"
B Modified  Sery  ProductMame: "Product 77
ProductPrice: "2566.0000"
Where: sqll'  ProductDescription: "Description 77 "
B Modified Login Workstation: sgll
Permissions: MRemoved Data Row Databases\Sales\Tables\ ENTERPRISE\  8/10/2015
* Added: “(Grar dbo.Product\Data Row W.Brown 2:28:33 PM
Where: sqllisgldbl
Where: sgqll\s B Modified Tablt \Workstation: sqll

Productld: "4E024512-234A-6F2A-4AB1-245123521CC23"

Workstation: sqgll
Default Database ¢

Where: sgll!
Workstation: sqgll

Permissions:
+ Added: "(Gran

(Grantee: ENTERPRISE\W.Brown[U]
W.Brown[U] Grantor: dbo UPDATE GRANT)"

ProductMame: "Product 34 "
ProductPrice: "12366.0000"
ProductDescription: "Description 34"

Grantor: dbo SELECT GRANT):(Grantee: ENTERPRISEY




6C [lpumepbl OTHETOB:

BbIOOp TUNa o6bLEKTOB

@ Preview Report

Managed Object:  [SQL, SQL Server

Timeframe: ISpeciﬁc dates - View Report

To: |12.u’5.|’2016 11:59:59 PM ﬁ

g &

From: |12f4f2014 12:00:01 AM

‘Who (Domain\User): |% Who (Exclude Domain\User): |

What: |2 Where: |=&

Object Type: Workstation: [
Application Role

. Backup p——— I—.
Actions: Column moved, Sort By: When
Constraints
Credential
M4 4 of 27{Data Row

Database

Where: | Database Role
Functions
Workstal [ndexes
Jobs
Jobs Schedules

[ ] Added |lob Steps rocedure Databases\Budget\Stored Proceduresh\dbo.sp_Metwrix_WriteEvent DNWXS\MNetwrixSve 2/16/2016

Keys 2:717:36 PM
Login

‘Where: |Restore
Schema
Worksta Server Instance
Server Role
SQL Legon

[} Added |Stored Procedure Databases\Budget\Tables\dbo budget_2018\Triggers\Metwrix_audit_trg_budget_2016 DMNWXT\MetwrixSve 2/16/2016
Table 2:17:36 PM
Triggers

Where: | Yser
View

View Column
Workstal wiew Index
wiew Index Column
[ ] Added |Windows Logon Databases\Budget\Tables\dbo. Netwrix_audit_errors DRNWXSMetwrinSve 2/16/2016

2:17:36 PM

| Find | net B - % & B

‘Where: sql302

Workstation: dt302

u Added Database Databases\Metwrix_Auditor_User_Activity DMNWHS\MetwrixSve 2/16/2016
2:34:54 PM
‘Where: sql302
< pd

neturix




GC [Tlpumepbl OTHETOB:

nameHeHua B SharePoint

SharePoint Configuration Changes l

Shows all changes to the audited SharePoint farm .
Administration website. SharePoint Content Changes by User

Action Objeci
B Modified FarmF

Where: http://
Status changed frol

B Modified Service

Where: SPENT
Status changed fron

M Modified Group

Where: http://
Members:
* Added: "ENTI

Shows all content changes to sites, lists, list items and documents grouped by the
user who made the changes.

SharePoint Per
Who: ENTERPRISE\J.Smith

Shows all permissions ch
by the user who made th

Action Object type What When
Who: ENTERPRI M Checked out Document http://spenterprise/Documents/Cash 2015.xlsx  8/7/2015
6:36:27 AM
Action Object type  Workstation: 172.17.7.15

B Modified G
: roup M Checked out Document http://spenterprise/Documents/Debt 2014.xlsx  8/7/2015

Where: http://spent 6:36:33 AM
Workstation: 172.17.7.15
Members:
= Added: "ENTERPRIS|
B Modified Document http://spenterprise/Documents/Cash 2015.xlsx ~ 8/7/2015
6:36:43 AM

@ Modified  List Workstation: 172.17.7.15
Where: http://spente

Members:

Permission Inheritance changed from "Inherited” to "Unique”




6‘ [Tlpumepbl OTYETOB:

nameHeHuda B Oracle Database

@ Reports ' | .

=
Search Q. who % ACTION WHAT WHEN WHERE
<Enter your search> @ oo m ® O

4 " Oracle Dat O ra cl e D at [RLEEIEEECY “Oracle Database™ {} Object Type  [REHIEEES

P Oracle Shows consolidatec m
P Accou T
P Ao FAILED ACTIVITY  who Object type  Action What Where When
r
500 C##T.Simpson Role m Modified C##DBA_MOD orcl/orcl. 9/21/2016
P AlOon | enterprise.com  5:40:50 PM
Action name: ALTER ROLE
P alorn **
200 ——
B AlOr |10 C##T.Simpson Role B Removed C##DBA_OLD orcl/orcl. 9/21/2016
' All Or; . enterprise.com 5:10:22 PM
EEEal 222 Action name: DELETE ROLE
P Audit m
P Data¢  TOPACTIVEUSER .t impson  Role mAdded  C##ADMIN_NEW orcl/orcl. 9/21/2016
' Data [ — enterprise.com  4:45:113 PM
B).Carp Action name: CREATE ROLE

X EMTERPRISE\D Harr
P railed ENTERPRISE\T Simpsc

) Administrate.
B Privile _

ENTERPRISEMK. Smith

P Trigge




PR B

LocalUsers ¢ =~ 7~ “F-——-- _
Shows changes to lg li Select Monitored System Components

S . ‘ Enable change auditing of the following systern components:
ervices [+l General cornputer settings (i) [] Scheduled tasks
Shcws Changes WhEI’E: dc:l..E'nt'E [w] Hardweare [v] Local users and graups

Action What [v] fddfremove prograrms [+ DMS configuration (D
[w] Services [w] DMS resource recaords I:D

vV herE: ( B Added s:;ﬁ; Woindows reqistry settings
Action [w] O3 security [w] File sharing settings
Installed For: "All "
B Modified ‘:5 ﬂ © .20[; 28 HEErs [#] Security settings [] USE devices
ersion: "2.0.28"

[] Patches Il Irmportant services
B Added Add or | [] Windows Firewall [] Startup and autorun

[] Rernote Desktap [] Al other settings
Start Mode char

Installed For: "All users”
Version: changed

Where: ¢ [ Removed Add or |
Passwor

+

Action
ctio Installed For: "All users”

B Modified Version: "3.3.247"

Preswious || M et | | Finizh | | Cancel

Start Mede changed from "Manual” to "Auto”




6_C [Tlpumepbl OTHETOB:

VMware Clusters Change:  VMware Virtual Machines Changes

Shows «
affect tl

Action
B Adde

Where:

B Modi

Where:
VMware

B Modi

Where:
VMware

e—

N3MeHeHuns B MHpPACTPYKType

Shows changes to configuration of virtual machines, such as virtual hardware, settings,

VMware Resc and permissions.

Shows changes tores  Action What Who When
their changes usually

B Added ‘\Datacenters\Enterpriselwvm'ywmd ENTERPRISE\M.Key 9/16/2015
2:23:07 PM
Action Wha Where: https://vc.enterprise.com:443
M Added \Date B Modified ‘\Datacenters\Enterpriselwvm'ywmd VpXUSer 9/16/2015
Resol 2:41:23 PM
Where: https; Where: https://vc.enterprise.com:443
) ~  Advanced Configuration (ETHERNET0.PCISLOTMUMEBER) changed to "160"
® Modified ‘Fﬁa“ Advanced Configuration (EVCCOMPATIBILITYMODE) changed to “false"
S0l
Advanced Configuration (GUESTCPUID.0) changed to "0000000d756e65476c65746049656269"
Where: https; Advanced Configuration (GUESTCPUID.1) changed to "000306e400010800969802030fabfb "
Memory Limit changed Advanced Configuration (GUESTCPUID.80000001) changed to "00000000000000000000000008100800"

Advanced Configuration (HOSTCPUID.0) changed to "0000000d756e65476c65746e49656269"

Memory Reservation ch
~ Advanced Configuration (HOSTCPUID.1) changed to "000306e40002080096982 203 1fabfbff"

B Added YDatz

https.//vc.enterprise.com:443



NencTBUA Nonb3oBaTens

BO BCeX CUMCTeMax

%} Netwrix Auditor April 22, 2014 439 PM 53 Netwrix Auditor Thursday, April 10, 2014 7:01 AM

All Changes by User All Changes by Audited System

Shi Il ch the entire IT infrastruct by th h de the ch, X . . '
ows all changes across the entire T infrastructure grouped by the users who made the changes Shows all changes across the entire IT infrastructure grouped by the audited system.

Filter Value
Filter Value

Who Changed: CITY\Megan

Audited System:  Active Directory Audited System:  Active Directory

Action Object Type What Changed Where Changed Who Changed When Changed
Action Object Type What Changed Where Changed When Changad
m  Added User WocalcorpiUsersilohn Simith rootdcl.corp.local CORP 2/26/2014
B Modified  User \local\city\People\Bill chicago.cityocal  3/20/2014 8:35:55 PM \administrator  S:17:56 AM
Principal Name set to "Bill@city.local”
B Added User WocalcorpiUsershBrad Dawvis rootdcl.corp.local CORP 3/5/2014
®  Removed User \lecal\city\People\ Sophia chicago.city.local ~ 3/20/2014 8:36:04 PM hadministrator - 55:26 AM
u Added User ‘ocalcarpiUsers\Greg Taylor rootdclcom.acal  CORP 3/6/2014
Audited System: Windows Servers Yadministrator 118:06 AM
= . B Added User “ocalcorp\UsersiBob Brown rootdcl.corp.local CORP 3/6/2014
Actiol Object Ty What Changed Where Changed When Changed
= S - \adrinistrator  1:18:20 AM
B Removed Registry Key Registry\HKEY_LOCAL_ MACHINE\software 2k2 10/23/2013 €:2%:14 PM
\Microsoft\Windows\CurrentVersion\Installer B Modified Group WocalcorpiUsershDomain rootdclcorp.local CORP 371972014
\InProgress Admins hadministrator 14206 AM
(REG_SZ): "C:\Windows\Installer\391ac9.ipi" Security Glabal Group Mermber added: "corp.local/Users/lahn Semith"

Qwnership: "Owner: NT AUTHORITY\SYSTEM"
m  Added User Yocalcorpi\UsersiThomas Moore rootdcl.corp.local CORP 372072014
hadministrator L:50:06 AM

Audited System: VMware
¥s B Added Group WocalcorpiUsershAccountants rootdcl.corp.local CORP 3/20/2014

hadministrator L5144 AM

Action Object Type What Changed Where Changed ~ When Changed ) .
Group Type "Security Domain Local Group”
m R d hine  \ha-fold t\ha-datacenter\vm kn https://10.0.4.48:443 10/25/2013 6:38:42 PM Mermbers “acahcorp\Users\Thomas Maare®

B Added User YocalcorpiUsersianna rootdclcorp.local CORP 372072014
Audited System:  SQL Servers Tharpson \adrninistrator  152:22 AM
Action Object Type  What Changed Where Changed  When Changed ®  Modified Group WocalwcorpiUsersiAecountants rootdcleorplacal  CORP 342042014
hadministrator L1:52:56 AM

B Added Database Databases\fj w201zdc1 10/24/2013 9:19:28 PM Security Local Group Member added: "corp local/Users/finna Thampson”

m  Added User “ocalcorpiUsersiSheila Hartford rootdclcorp.local CORP 372072014
hadministrator  153:57 AM
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g User Activity
Automatic screen video capture and reparting on audited users” activity, SnecitvitheluzerautiozEb ctivitgy e toltuack:
[] Enable User Activity audit ) All users
® Specific users:
Users 3 METWRIXDEM O \Brian Maxnell (Brian Maxoaell) Add...
Specify the users whose activity you want to track g EEmg:igimg‘\‘g;:;ijc’:::nf::::ti:obs)

&2 NETWRIXDEMONDamain Admins

ﬁ Applications

Specify the applications wou want to track

Video Recording Settings

Configure wideo recording quality, duration, and retention settings | Exceptions:

Activity Summary Delivery

X

Configure Activity Summary delivery settings

[#] Display the fallowing rressage to monitored users:

Your activity is being monitored, Handling of any information ”~
received from your computer is subject toyour company policy. For
mare information, contact your system administrator, -

oK | | Cancel
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Buaeosanuch: HaCTPOMKM NapamMmeTpoB

Wideo Recording Quality

Specify the applications you want to track,
Srnall file size [}

) All applications
High wideo quality

® Sfecific applications:
[w] Reduce the file size by saving your video in grayscale

Application Description Windowr Title
Skype

—

Lowe CPU load L

ICQ
Wideo smuoothness

Add
Skype - dmitry blazer@netwrix,,

ICQ - 341770155

1 frames per second

Wideo Recording Duration

Stop avideo recording when:

Recording lasted for rrinutes
User has been idle for rrinutes
Free disk space is less than

ME
Audit Archive Settings

[W] Exceptions:

Application Description
[w] Delete wideo files alder than

Wisind e Title

Add

Yideo recordings can be viewed by members of a local group called Netwrix
Auditor Client Users,

Cancel
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@ Preview Report

Managed Object: |Netwrix Console Audit |Z| Timeframe: ISpeciﬁc dates -

From: |6/30/2016 12:00:01 AM o oTo: |7/1/2016 11:59:59 PM |
Who (Domain\User): |°;{: What: I%

Where: |% Sort By: When

4 4 of6 b bl [100% | Find | Next B - & & B

55 Netwrix Auditor Friday, July 01, 2016 2:55 PM

All Users Activity

Shows video records on activity performed by users.

Filter Value
Whe Where When What
NETWRIXDEMO\Administrator  dec0l.netwrixdemo 2016 Adobe Reader | Netwrix Auditor TestDrive
3:41:26 PM Guide.pdf - Adobe Reader
NETWRIXDEMO\Administrator  de0l.netwrix.demo 2016 Adcbe Reader | Netwrix Auditor TestDrive
3:41:27 PM Guide.pdf - Adobe Reader
NETWRIXDEMO\Administrator  de0l.netwrix.demo 2016

Netwrix Auditor User Activity component |
3:41:30 PM Metwrix Auditor
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@ Preview Report

Managed Object: |Netwri)c Consale Audit M Timeframe: ISpeciﬁc dates -

From: |5f30.|"2015 12:00:01 AM To: |7f1f2016 11:59:59 PM m
Who (Domain\User): I% What: I%
Where: I% Sort By: When
4 4 [a ofe b Pl [100% | Find | Next M- & &G B
v Avgivy THSLHETIA SULITUT DS FCUv Ly Lonarmsne
3:41:30 PM MNetwrix Auditor
NETWRIXDEMO\Administrator  dcOl.netwrixdemo 2016 Microsoft Management Console | Netwrix
3:41:34 PM Auditor Administrator Console
METWRIXDEMOA\Administrator  dcOl.netwrixdemo 2016 Administrator: Exchange Management Shell
3:42:01 PM
METWRIXDEMOA\Administrator  dcOl.netwrixdemo 2016 Machine: DCO1T.NETWRELDEMO
3:42:08 PM
METWRIXDEMOM\Administrator  dc0lnetwrixdemo 2016 Select Machine: DCO1L.NETWRELDEMO
2:42:50 PM
METWRIXDEMOM\Administrator  dc0lnetwrixdemo 2016 Machines DCO1T.NETWRELDEMO
2:43:00 PM
NETWRIXDEMO\Administrator  dcOl.netwrixdemo 2016 Internet Explorer | Internet Explorer
34415 PM Enhanced Security Configuration is not
enabled - Internet Explorer
NETWRIXDEMO\Administrator  dcOl.netwrixdemo 2016 Microsoft Management Console | Netwrix
34417 PM Auditor Administrator Console




@ Preview Report

4 4t of5 b Bl [100% | find [ Next B~ & & B

All Users Activity by Usegs

Shows video records on activity performed by userg

Metwrix Auditor User Activity - de01/Netwrix UAVRS2bec1b2b-2dc5-4648. [ = =] -

Filter Value
Who: NETWRIXDEMO\Administratg
Where: dcOl.netwrix.demo
When What
2016 Adcke Reader | Metwrix Auditor TestDrive Guidg
2:41:26 PM
6/30/2016 Adcke Reader | Metwrix Auditor TestDrive Guidg
3:41:27 PM
6/30/2016 Netwrix Auditor User Activity component | Nety
3:41:30 PM
6/30/2016 Microsoft Management Console | Netwrix Audi
3:41:34 PM
6/30/2016 Administrater: Exchange Management Shell
3:42:01 PM
2016 Machine: DCOL.NETWRIX.DEMO
2:42:08 PM
6/30/2016 Select Machine: DCO1.NETWREL.DEMO
3:42:59 PM
6/30/2016 Machine: DCO1L.NETWRIX.DEMO
3:43:00 PM
6/30/2016 Internet Explorer | Internet Explorer Enhanced Security Cenfiguration is not enabled - Internet Explorer
2:40:15 DA




6C NononHeHusa Netwrix Auditor

1. Job6aBnsAlOT KOHTEKCT B AaHHble SIEM-cuctem

2. MNMomoraloT 6bICTpee paccneaoBaTb MHUUAEHTDI

3. OGecneumBaroT Bo3BpaT MHBecTULUU B SIEM

() rsghrxc (inteDsearye Splunk>  ZEE O Radar

- . NN
RADIUS Server solarwinds ¥ E -;:-amazon

The Power to Manage IT
ALIEN VAULT

:*LogRhythm™  SIEM Integration

. 1



NononHeHusa Netwrix Auditor

SHE
Exchange Server File Servers
A A
& AA
Active Directory

Group Policy

4.1. Information about Group Policy attribute changes

Netwrix Auditor extends visibility into what's going on in your most critical IT systems by providing the
state-in-time information for Active Directory and file server configurations. You can review configuration
settings from any point in time — for example, you can see how group memberships or password policies
were configured a year ago, and compare that to the current state. Easy access to this information help you
ensure that business-critical IT systems are locked down, reducing risk.

Administrative Group Members

Shows members of the Domain Admins and Enterprise Admins groups,
their types (user, group, etc) and statuses (enabled or disabled).

Current configurations

Member Path

Type Status
Enterprise\Users\John Dayes wser Enabilg
Enterprise\Users\Sam Spirit user Enab! ..
Enterprise\Users\Chuck Berry user Enabled "
Emterprise\Users\Eric Clark user Enabled T - .
- ‘ S
Enterprise\Users\Tom Simons user Enabled - N *
-
ah
K
kS
1-"\“
v
Administrative Group Members I
VN
VoL
Shows members of the Domain Admins and Enterprise Admins groups. FHE
their types (user, group, etc) and statuzes (enabled or disabled). \
Member Path Type Status " '.I
'
i Enterprisei\ll hn D Enab, .
Past conﬁguratlons rprise\Users\John Dayes user nal :
.
Enterprise\Users\Sam Spirit user Dis3 .:
Enterprise\Users\Chuck Berry user Enable
Enterprise\Users\Eric Clark user Disabled

Disabled

Enterprise\Users\Tom Simons user Enabled




@ad CoemecTHas pabota

1. NMUNoTHbIe NPOEeKTbI - becnnaTtHo

2. CteHp B BUpTyanoHoun cpepe «TectdpauB»
3. Knroum Ha anutenbHbIN nepuopg,

4. Uctopumn BHeaApEeHUSA NPOAYKTOB

5. CpaBHeHUA C KOHKYpeHTaMu

6. MNMomowb B HanucaHum T3

7. [OKyMeHTauus Ansi KOHKYpPCOB

. 1



@ YeMm oTnnuaemcs oT ocTanbHbIX?

1. KomnaHusa BbinyckaeT oauH npoaykt, Netwrix Auditor.
B TeyeHue 12 ner.

2. MpoAyKT TEXHUYECKU NPOCTOMN: NOCTOSIHHbIE YCUITUA NO HAaCTPOUKe U
COMnpoBOXAeHNe - He TpebyeTcA

3. lMpoekTupoBaHue, pa3paboTKa, TeCTUpoBaHMe U NoaaepKKa
B CaHkT-lleTepbypre, Ha pycCKOM fi3bIKe.

4. BbICTPbIN AOCTYN K UHXEHepaM Npou3BoauTens

5. Netwrix Auditor - noanepxuBaet Bce Knro4yeBble UT-cuctemsl

. 1



https://www.netwrix.com/webinars.html? ga=2.2287280.1865628496.1572243889-1807408495.1572243889

November
4:00pm MSK

Hosted by

Jordan Jasnoch,
Solutions Engineer

fo

Sl

13

November
1:00pm MSK

Hosted by

Daniel Goater,
Solutions Engineer

Peter Smith,
Country Manager,
UK & Ireland

20

1:00pm MSK

Hosted by

Peter Smith,
Country Manager,
UK & Ireland

Russell McDermott,
Solutions Engineer

Netwrix Auditor Product Demo

With threats growing in both number and sophistication every day and regulations imposing increasingly strict
requirements, you are always fighting an uphill battle, Arm yourself with Netwrix Auditor, and you'll spend less than 5

minutes a day on risk assessments and slash the time required to prepare for audits by up to 85%.

Join Netwrix team as we demonstrate how to:

+ Identify your data and infrastructure security gaps, such as excessive access permissions and unprotected accounts that
are sitting idle

» Ensure timely detection and response to incidents by setting up alerts with automated actions

+ Quickly comply with existing and new regulations and pass audits on your first attempt

+ Stop struggling with cryptic logs and cumbersome spreadsheets, and simply generate pre-built, human-readable reports

for management, auditors or other stakeholders

Sign up for the live demo now!

& 16 IT pros registered!



https://www.netwrix.com/webinars.html?_ga=2.2287280.1865628496.1572243889-1807408495.1572243889
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IBM X-Force Exchange / App E: change MoucK No NPUNOKEHNIO
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_ o g
Guardium to QRadar Exporter or QRa(TQr & UserBeha
Send predefined policy violation reports to QRadar Tuning, health check and lean SOC automation Detect insi

PekomeHayemble
YTOUHUTE

BpeHae!

[[] Guardium

(I C silient

[] Maas3so : QRadar Advisor With QRadar Cloud Visibility BigFix Integration for User Behavior Analytics
[] aRadar Watson Resilient for QRadar

] Resilient
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KaTeropuun

] et

|:| Ananna oGHapyeHHs yrpos

[] Ananua nosenerun

Morb3oBaTENei H CyWHOCTER MpunoxeHus IBM n 6usHec-napTHepos (313) 3nemeHToB Ha cTpanuue & v | KpuTepwii copTMPOBKN

Tun cogepxumoro

[] WuerpymenTsl ﬁ

["] Wctounnk nporokona

[7] KonexTopsl Aakksix
adar

[ Moaynw nor+ora akanwmuea QRadar Use Case LifeSaver App Resilient Integration to
Manager Mimecast
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[] Fpuncixenns 18M
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[] QRadar en Cloud



XwxeHkoB Bnagnmup

RRC Poccus | PykoBogutenb npoekToB
khizhenkov_v@rrcgroup.com

Ten.: +7-495-956-1717 (#1099)

dakc: +7-499-133-5230 | www.rrc.ru




