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o BbIMOraTeNbCKUX KaMMNaHum Petya
@ 36% 8 400000 3apa3un Gonee 2000

3anyckaet cepsuc Cerber

KOMMaHW NogBepranch koMmnbtoTepoB B 160 cTpaHax 3
3apaXkeHWto nporpaMMamm- Ka)KAbIﬁ Ae“b Mupa rnofBepriock aTake KOMnaHwii YkpauHel, Poccuu, cTpaH
BbiMoraTenamu B 2016 ropy WannaCry Esponbi 1 HOxHoi AMepuku

PACTET KOJIWYECTBO ATAK «HYNIEBOT0 [1HfA»,
0T KOTOPbIX TPAIMLIUOHHBIE AHTUBUPYCbI 3ALLLUTUTDL HE MOTYT

3a nocnepHue rofbl B chepe KMbEpNpecTynHOCTM NPOMU3O0LLN Cepbe3Hble N3MeHeHUs. Tenepb
3/710yMbILLNIEHHMKAM He TpebyeTcs co3faBaTb CBOM COBCTBEHHbIE MHCTPYMeHThI A5 aTak. CpefcTBa B3oMa,
L0CTaBKM, WndpoBaHus, ynpaBneHus, cbopa feHer — BCe y>Ke LOCTYMHO AJ1F UCMOSIb30BaHWs U PeryisipHO
obHoBnseTca co3patensMu. CTOMMOCTb aTak cTana CyLleCcTBEHHO HMUXKe. AKTUBHOe pacrnpocTpaHeHue
BUTKOMHOB a0 BO3MOXHOCTb aHOHWMHO 1 be3onacHo cobupaTh ¢ mofib3oBaTesneil Bbikyn. Bee aTo npuseno
K B3pbIBHOMY POCTY KOJIMYECTBA 3apakeHuit

C noMoLublo cpefcTB A8 MOAUPMKALUM aTakuM 3/10YMbILLIEHHUKIW Nerko NpeoAoneBatoT 3alnTy Ha base

curHaTyp. TpaguLUMOHHbIE aHTUBUPYChI yXKe HeaddeKTUBHBI, Tak Kak CUrHaTypbl LIS HOBbIX Yrp0o3 MosBASTCS
conosfaHueM.

HEKOTOPBIE BEKTOPbI ATAK TPEBYIOT JOMOJIHUTENBHON 3ALLMUTDI

Brewnwii WiFi lopusoHTanbHoe pacnpocTpaHeHne —
3apa)keHue 04HOro KOMNbKTEPA OT APYroro
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LngpoBaHHbIA TPaduk 311U L) la St USB-¢pneukn

I OcHoBHaf NpHYMHA MaCCOBOCTH
WannaCry 1 Petya — ropu3oHTasbHoe pacnpocTpaHeHue
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1. PREVENTION (MPENOTBPALLEHUE ATAKK 10 EE HAYAJIA)

e  Threat Emulation. Bce dannbl, nonagatowme Ha pabouyto cTaHumio, bynyT npoBepeHbl
W Npy HeoBXOAMMOCTU NPO3MYIMPOBaHbI ¢ noMoLblo SandBlast (Ha nokanbHOM ycTpocTBe wam B obnake).

e Threat Extraction. [Tpu ckaunBaHumn n3 nHtTepHeTta Bce dannbl, Tpebyowme amynaumnm, byayT MTHOBEHHO
KOHBEPTUpPOBaHbI B besonacHble Konuu. MNpn 3TOM CoXpaHseTCs BHELWHWIA BUL OPUTMHANIbHOTO JOKYMEHTa,
KOTOpbI byneT AocTyneH A8 aBTOMaTUYeCKOro CKaunBaHUs Nocsie OKOHYaHUS NpoBepKy.

Mo ctatuctuke Check Point, Tonbko 10% nonb3oBarteneil 3aXoTAT CKayaTb OPUrHHANDbHbIH JOKYMEHT.

e Anti-Phishing. [TpepoTBpalaeT yTeuky KOHOUAEHUNANBHbBIX LaHHbIX.

2. HABJIOAEHWUE U AHATIH3

e  SandBlast Agent nocTosiHHO 0TCNE)KMBaeT noBefeHne paboyen cTaHLMKM, B TOM YMCle onepaumm ¢ Gannamm, peecTpom,
npoLecchl U ceTeBble coeMHeHMA. ITa HHPOPMaLHA COXPaHACTCA SIoKaIbHO B 3allMLLeHHON obnacTu aucka.
Mo yMonuaHutio paamep basbl cobbiTuii coctaBnseT 1Gb, 4To coOTBETCTBYET NPUMEPHO OLHOMY MecsiLly paboThbl.

e loBeaenne paboyell cTaHUMM HEMPEPbLIBHO aHANI3UPYETCA HA NpeAMET NOA03PUTENbHON akTUBHOCTU. B npouecce
MOHUTOPUHIa He CO3/laeTcA CyWwecTBEHHOR Harpy3ku Ha CPU unn guck (B npepenax 2-3%).

Files Network Registry Processes
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3. OGHAPY)KEHME M OCTAHOBKA ATAKM

nHpopMaLmio 06 akTyanbHbIX yrpo3ax v cnocobeH
0b6Hapy>XUTb caMyto CKPbITHYO NOA03PUTENBHYIO
aKTUBHOCTb;

e Anti-Bot oTcneauT coefiMHeHus c cepBepaMu KOHTPos U

yrnpaBneHus;

e  Anti-Ransomware o6Hapy>XuT 1 0CTaHOBUT HeNerasbHoe °

wndpoBaHue;

e Anti-Exploit 06Hapy>x1T B3/10M Ha HavyanbHOM 3Tane,

ele 0o Toro, Kak 3jsioBpen nonblTtaeTcd CKpbITb CBOKO

AKTUBHOCTD.

Anti Ransomware

A Please do not power off or unplug your machine

RANSOMWARE DETECTED®

Analyzing the infection
This might take a few minutes...

Check Point

J1BM)KOK NOBe1eHYECKOro aHau3a perynapHo obHoBNIAET

L. REMEDIATION
(YCTPAHEHME NOCAEACTBUH)

e [locne obHapyxeHus yrpo3bl SandBlast Agent
0CTaHOBUT oMNacHble npouecchl. MiaMeHeHus,
BHeCEeHHble 310BpefoM, bylyT OTMeHeHbI: peecTp,
dannbl byayT Bo3BpaLLeHbl B NepBOHayanbHoe
COCTOSIHNeE.

3awmndpoBaHHble dannbl byayT BOCCTaHOBNEHbI.
Mopynb Anti-Ransomware onpegensieT cnyyaun
noAo3puTensHon Mogudurkauum (B ToM uncne
HeneranbHoe WudposaHue). Jns Takmx cnydyaes
LenaeTcs KpaTKOBPEMEHHas pe3epBHas Konus
3Tux painos (6ekan), koTopas ucnonb3yercs
LIS X BOCCTAHOBEHUS NPU HEODXO[UMOCTH.

Antl Ransomware

S were restored
Files restored to: Original filke location

B Check Pc_Jlinlt

9. FORENSIC ANALYSIS (PACCNEOBAHUE UHLIUAEHTA)

e [locne Toro, kak aTaka OCTaHOBJIEHa M NOCNeACTBUS ycTpaHeHbl, SandBlast Agent npoBoauT aBTOMaTUYeckoe
paccnefoBaHue nHumaeHTa. OHo NO3BONSIET MOHATL, C YEro Hayasiack aTaka, kKakue bbiIM MCcMosib30BaHbl bpelln

B be30mnacHOCTH, Kakol HaHeceH yuepb.

SandBlast Agent © (4]
Forensic Analysis Overview enera Entry Point
User Name:  xxoo0 Triggered By:
m Computer.  xxxxxx Trigger Time:
05; Microsoft Windows 7 SP1 Incident ID:

C vero Bce Hayanocok?

o Entry Point  {| Hou

Accessed [108.177.15.128] in chrome.exe

ﬁ Remediation (7 files)

Was an infection present and removed?

o 14104.exe chuserswoooaxx\appdata\roami.
0 7550.exe chusers'pocoood\appdatalroami..
0 pokemongo.exe cusersyocconddownloads\pa..
4 more
M. s spicious Activity (9 categories) ?
o - ! s Activity (9 categories) What happened in the system?
r'YYY) Privilege Change (1 event) ﬁ A bbina nn aTtaka?
111} User Tampering (2 events)
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SandBlast Agent Threat Emulation Blade detected file c:\users\xxxxxx\downloads\pokemongo.exe
8/23/2016, 12:26:03 PM
PokemonGo_21471862316677 =)

Kakune dannbl bbinm
yKpaAeHbl nau
3awmndpoBaHbl?

‘ Business Impact (6288 events)

Q & g-example-donor-report.doc TOSeTSTy TSy e RaTETed Onor...
(] = g-finance-manual-maf.pdf clusersocoocddocuments\g-finance-manua...
o) = g-finance-staff-jd.doc chusers\eoonx\documents\g-finance-staff-jd...

RS erers -

<: Incident Details (5 proces[

Kak pasBuBanacb ataka?




XPOHWUKA PA3BUTUA UHLIMAEHTA

SandBlast Agent < ]
Forensic Ana Ikr sis Incident Details QEEQK»EQJQF

(s Tree View (26 processes, 7 hidden) | oo wery_full_sttack analysis1494615803475

attrib.exe 1708
Hiding Files

'h gﬂ + ______
wcry.exe 3536 e @wanadecryptor@.exe 2916 - =’ taskhsve.exe 2997
Attack Start, Persistence, Dropped Executable .. Tor Application Download, Ter Communicatier, Bropped DI, Tor Communication,
Di

rigger: wcry.exs ropped Executable, Unsigned Process Unsigned Process

Vs
Shado

T
cmd.exe 2928 @wanadecryptor@.exe 1060 cmd.exe 5112
Dangerous Execution nsigned Process Privilege Change,

Dangerous Execution

: -
[, [

Process Info Security Reputation File Ops (27) Network Ops (1) Registry Ops (1) Injection/Hook Ops (0)  Suspicious Events (16)  Damage (0)

Process Name: @wanadecryptor@.exa Arguments: co

Path: chusersooooadownloads\@wanadecryptor@.exe PID: 2918
Start Time: 12.05.2017, 22:03:34 Close Time: 12.05.2017, 22:06:02 Duration: 2min 28s
Created By: chuserspoooceddownloads\wery.exe Created By PID: 3536
Parent Chain: wery.exe (PID: 3536 12-May-2017 22:03:23)

MPOAYKTbI A1 3ALLUTbI PABOYUX CTAHLLUA
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