1. Security

MpoaykT

JNlnueHsunpoBaHue

Enforcement

ISE 2.X

JlnueHsumn
YyCTaHaB/IMBALOTCA Ha
y3nbl ISE.

JinueHsuu ISE VM,
DEVICE ADMIN -
noctosHHble, PLUS/APEX
- UMET CPOK AeNCTBUA.
NnueHsnn BASE moryt
ObITb KaK MOCTOSIHHbIE,
TaK 1 CO CPOKOM
aencreus. JInueHsum
PLUS Heobxoanmbl ans
paboTbl B cocTaBe
apxutekType SDA.

Mpw npeBblWeHN KoN-Ba

noTpebneHHbIX IMUEeH3Nn BaoKnpyeTca AoCTyN K MHTepdency
a4MUHUCTPUPOBAHUA (KPOME CTPaHULbI C TMLEH3NPOBAHMUEM).

Grace Period 45 aHel.

ISE 3.X

JlnueHsnmn
Ess/Adv/Prime -
NoAMNMCOYHbIE CO CPOKOM
aencrena. JinueHsmas
ISE VM, Device Admin -
NMOCTOAHHbIE.
Ucnonbsyetca SMART
ACCOUNT.

Tpebyetca
nepuoamyeckas
npoBepKa AnLeH3ni B SA
nnu Ha Satelite cepsepe.
Satelite cepsep morkeT
06HOBNATLCA Yepes
NHTepHeT nan .yml
dann.

Mpwu NpeBbIWEHUN KON-BA

NoTpebNeHHbIX IMLEH3NIN NN HEBO3MOXHOCTU NPOBEPUTH
cooTBeTcBME C SA, BNOKMpyeTCA A0CTYN K MHTepdency
aaMUHUCTPUpoBaHus. Grace Period 45 aHen.

Firepower
(FTD)

JlnseHumn BASE
NOCTaB/IAOTCA BMeCTe C
MC3

M ABNAKOTCA
NOCTOAHHbIMMU.
dyHKUMOHaN KpUnTo
BK/IlOYAeTCA nocne
peructpaumm B Smart
Account. Smart Account
OONKEH MMETb ONUUIO
reHepaumm TOKEHOB C
cenektopom Export
Controlled Features
Enabled.

Mpu nceyeHMM cpoKa aencTBums
nnueHsnn MC3 reHepupyeT coobueHune 06 out of compliance

https://www.cisco.com/c/en/us/td/docs/security/firepower/licen

sing/faq/firepower-license-FAQ.html#id_50660




CBepcunini 12.x (11.7 ana
WSA) v cTaple ana

ynpasaeHusa
NNueH3naAMU
ESA/WSA/S | ncnonbsyetcsa Smart Mo ncteveHMn cpoKa genctena GyHKUMOHAN OTKAOYaeTCA,
MA Account. BMPTyasbHaA MallMHa nepectaeT paboTaTb. Grace Period 30 gHen.
2. UC
a. Mo Smart anueHsunposaHunio CUCM, Expressway, CMS\CMM:

O6bl4HO ans CUCM (MO 12.5+) peructpaums Ha SSM npoTtyxaeT Yepes 90 aHelr. 90 aHel 6e3
KOHTaKTa ¢ SSM
1. Nocne atoro Ha CUCM BKAtovaeTca grace nepmog 90 gHelr. OH NONHOPYHKLMOHA/bHbIN.
2. TloToMm CTaHeT Henb3si BHOCUTb M3MEHEHMA B KOHGUTYpaLMIo, HO paboTocnocobHOCTb
paHee HaCTPOEHHOFO COXPAHUTCA.
3. CUCM nopgaeprnBaeT pe3epBrpoBaHmne INLEH3UNA, HO MPKN 3TOM
dyHKUMoHanbHocTb PUSH yBegomneHuin ans MobuabHbIX YCTPOMCTB He paboTaer.

B TeueHuMe o3HakKomUTeNbHOTO Nepuoaa (90 aHen) obopyaosaHue Expressway paboTtaet B
NONHOGYHKLMOHA/IbHOM PEXMME, KPOME BO3MOXKHOCTU Knactepusaumn. Ecnm B TeueHune
03HaKoMUTENbHOro Nepuoaa obopyaoBaHue He Bblno NogKAtoueHo K CSSM, no nucrteveHmm 90
OHEeWN OHO NepexoauT B PEXUM OrpaHMYeHHon paboTocnocobHocTH (BaoKMpyeTcs pernctpaums
HOBbIX YCTPOWCTB, 610KMpPYyeTCA N3MeHeHne HacTpoek). Mocne perucTpaumm 1 noay4yeHmum
aBTopM3aLMM Ha paboTy c TpebyembiMm 06beMOM NULEH3UIA, 060pYA0BaHNE NepexoauT Ha
paboTy B NONHOGYHKUMOHANBHOM pexkMme. ABTopu3aums Bblgaetcs Ha 90 aHen. Mpu
HEBO3MOXKHOCTM 06HOBNEHNA NNLEH3NOHHOM MHOPMALUM NO UCTEYEHUE CPOKA aBTOPM3aLUM
NMueH3nn, obopygoBaHMe NEPEXoauT B PEKMM orpaHMUYeHHoM paboTocnocobHoCTH
(6nokupyeTcsa perucTpauma HoBbIX YCTPOUCTB, 610KMPYETCs MU3MEHEHME HAcTpoekK). Ons
BO3BpaTa 060pyA0BaHMA B HOPMa/IbHbIN PEXXUM PaboTbl TpebyeTcs BOCCTAaHOBAEHUE
coegmHeHua c CSSM 1 npuseseHMe B COOTBETCTBUE KOJIMYECTBA MCMOJIb3YEMbIX JIULLEH3UI C
TeKyLen Harpyskom Ha obopygosaHmne. Workaround — Ucnonb3oBaTtb Knaccuueckue
NNLEH3UN.

b. Cisco Meeting Server/Cisco Meeting Manager 3.0 (Smart Licensing)

Ecnu B TeyeHune 15 n 6onee aHein 3apMKCMPOBAHO NpPEBbILEHME NNLEH3UPOBAHHOMN
HarpysKun Hag KOJIMYECTBOM AOCTYMHbIX AnueH3ui, Cisco Meeting Manager
OoTOOparKaeT COOTBETCTBYIOLLEE YBeJOM/IEHNE B MHTepdelice ynpasneHus (Alarm1l).
3710 yBepomneHue byaet oTobparkaTbCsa BMeCTe € cHeT4MKom obpaTHoro otcyeta (90
OHeln — (MUHYC) KONMYecTBO AHeN PaboTbl B peXXnume npesblleHUs ANLEH3NOHHOM
Harpysku). Bce pyHKUMM npoaonKatoT pabotaTb HOpMasbHO. Mo ncteveHme 90 gHel
paboTbl C NOBbIWEHHON NLLEH3NOHHOM HArpPy3KoM, CUCTEMA NEPEXOAMUT B PEXMM
orpaHuyeHHon paboTtocnocobHocTn (Alarm2):

Mpu HegOCTaTOYHOM KoandecTse nnueH3nit SMP/PMP BKioUYaeTcs TEKCTOBOE U
ayAnoyBeLoOM/IEHME, KOTOPOE NOABAAETCA HA KarKA0M NOAK/OYAoWEMCS K
COBELLAHUIO BUAeoTepMMHane. TeKCT yBeAoMIeHUA 0TobparkaeTca Ha IKpaHe B
TeyeHue 30 cekyHa. Ewe yepes 90 gHel cnuctema nepeBoaunT oTobparkeHne
TEKCTOBOTrO YBEAOM/IEHWUA Ha 3KPaHaX BUAEOYCTPOMNCTB B MOCTOAHHbIN PEXMUM
(Alarm3).

Mpu HegoCTaTKe/OTCYTCTBUU NMLLEH3UI ANA 3aNUCU/TPaHCAALMM OTKAOYaETCA
BO3MOKHOCTb 3anN1CK/TPaHCAALNK COBELLAHMUA.

Mpyn OTCYTCTBUM INLEH3MN KAaCTOMM3ALMM PACKNAA0K, COOTBETCTBYIOLLME PACKAAAKM
6yayT He4OCTYMHbI.




v.  [nA Bo3BpaTa CUCTEMbI B HOPMA/IbHbIN pexknm paboTbl Heobxoanmo nmbo nob6aBuTb
COOTBETCTBYHOLLEE KOIMYECTBO INLEH3NI HYXKHOIO TUMNa, NGO COKPATUTb HarpysKy B
pamKax NTMLEH3NPOBaHHOrO 06beMa 1 yAepK1BATb ee B Te4EeHUe CeayoLLero
BpeMeHHOro nHTepsana.

c. OtpenbHoe gononHenune ana CUCM:

i 3aka34uk c SLR, 3a2py3ue nodnuco4Hsle AUYEH3UU 8 cucm, Noay4us ux ¢ NOCMOAHHbIM

cpokom delicmeus. Bepcusa 12.5 +.

d. CMM

Cisco Meeting Management 3.0
Trial Licensing Flow - PassepTtbiBaHne ¢ Smart Licensing

'
He 3apermcTpupoBaH ] >
HeT nuueHaui 8 Smart Virtual Account J CMS nuueHauum,
- 33aperucTPUPOBaHHLIE
l 8 Smart Account
[ Trial Mode - Oemb 1-90
. .
VeenomneHus: 8 CMM n Cisco
L Smart Software Manager
License Alarm 2 - [lesb 90-180 No6asbTe
YeegomneHus: 30 CeKryHO Ha — NMLIEH3WN B
3KPaHE W ayaMo COOBLLEHME Smart Account u
HacTpoiTe
l OOCTYM K HeMy
CNMM
License Alarm 3 - JeHb 181+
YeefomneHus: TEKCT Ha 3KpaHe k ——
ayauo COOBLLEHKWA B TEUEHWMM BCEN
KOHhepeHuMK

i * Ecnu trial neprog He UCNo/Ib30BaCA paHee, TO MOXKHO €eLlle aKTUBMPOBATb
NosHOGYHKUMOHANAbHbIN Tpran Ha 90 gHen ans Bcero GpyHKLMOHANA, HO TONbKO 1 pas.
ii. Ceepcun 3.4 CMM nogaepKuBaeT pesepBUpPoOBaHME ULLEH3UN.

iii. 21.6.3 License Reservation To be compliant with SMART, Cisco product users require support
for License Reservation. Meeting Management supports license reservation from version 3.4
onwards. In an environment where Meeting Management cannot connect to the Internet due
to security reasons, License reservation can be used to activate features and reserve licenses.
The feature has two variants: Universal (Permanent License Reservation) and Specific (Specific
License Reservation). | Universal variant: Universal or Permanent License Reservation (PLR)
provides a single license that enables use of all features in the product. PLR is only available
for Military/Defense customers. | Specific variant: Specific License Reservation (SLR) provides
you with a choice to reserve licenses based on your requirement. In addition to feature
licenses, user licenses such as SMP Plus and PMP Plus can also be reserved. If license usage
changes, this feature allows updating or changing the license reservation.

iv. MoapobHee 3aech: https://www.cisco.com/c/dam/en/us/td/docs/conferencing/Cisco-
Meeting-Management/Admin-Guide/Cisco-Meeting-Management-3-4-User-Guide-
Administrator.pdf

e. KL ICM/CCE/PCCE (Contact Center Enterprise):



https://www.cisco.com/c/dam/en/us/td/docs/conferencing/Cisco-Meeting-Management/Admin-Guide/Cisco-Meeting-Management-3-4-User-Guide-Administrator.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/Cisco-Meeting-Management/Admin-Guide/Cisco-Meeting-Management-3-4-User-Guide-Administrator.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/Cisco-Meeting-Management/Admin-Guide/Cisco-Meeting-Management-3-4-User-Guide-Administrator.pdf

i Mpu oTcyTcTBUM NMLeH3ni B TedeHun 90 KL, 6yaeT 610knpoBaTh A06aBAEHNE HOBbIX
onepaTopoB U 3arpy3sKy HoBbIx ckpunToB CVP. Cama cuctema v BHYTpeHHAs KoHdurypaums KL,
npogoaxKat pabotaTb. B 12.0 Bepcun gobasneHne onepatopos He 6J10KMPOBaANOCh.

ii. https://www.cisco.com/c/en/us/td/docs/voice ip comm/cust contact/contact center/icm e
nterprise/icm_enterprise 12 5 1/administration/guide/ucce b administration-guide-for-
cisco-unified12 5/ucce b administration-guide-for-cisco-
unified12 5 chapter 01111.html#reference 3311999EB16D6D34173EBDD3FO00D822B

f. KL, UCCX (Contact Center Express):

i Mpwn oTCyTCTBUM NNLLEH3MIA BNOKMPYETCA cepBUC CUHXPOHU3aLMn ¢ CUCM no AXL.
CooTBETCTBEHHO, HeNb3A byaeT yaanaTb.MeHATb.006aBNATb onepaTopoB. KocBeHHO byayT
3aTPOHYTO ynpaBaeHMe NpaBamu cylecTyrolmx Route Point (OHM YacTMYHO HacTpamBatoTcA €
ncrnosb3oBaHuem AXL).

ii. https://www.cisco.com/c/en/us/td/docs/voice ip comm/cust contact/contact center/crs/ex
press 12 5/features/guide/uccx b 125features-guide/uccx b 125features-
guide chapter 0111.html

3. EN

MapuwpyTtnsatopbli, Kommyrtatopbl.

Dna SDWAN/vManage Heobxoaum SA/VA pgna 3arpy3ku/o6HoBneHUAa cnucka mapupytusatopos. (Mpu
nepBOHa4YaNbHOM 3anycke U Npu 406aBeHMN HOBbLIX YCTPOICTB), C/legoBaTeNbHO, NpKU noTepe SA 3aKasuuK He
CMOKeT 0,06aBNATb HOBbIE YCTPOICTBA.

NnueHsum Essentials n Advantage u ux noganueHsum c npedmkcom DNA- 1 Network- (Hanpumep,
Network Advantage, DNA Advantage v npou.). OrpaHmyeHme GyHKUMOHANA He NPOUCXOAUT NPU OTCYTCTBUM AOCTYNa
K Smart Account.

Ha cTapbix Bepcuax codpta 060pya0BaHNE MOTYT BblAaBaTbCA MHPOPMaALMOHHbIE COOBLLEHMA, O HEOBXOANMMOCTH
NpeaocTaBUTb NLLEH3NIO HA KOMMYTATOP, HO 3TO HE OrpaHUYMBaET ero GyHKLMOHaN AaXKe NOCAE OKOHYAHUA AeMO
nepuoaa. MoryT MCcnonb3oBaTbCA MEXaHW3Mbl MOCTOAHHOMO Pe3epPBMPOBAHUA IMLEH3MUI Ha 060PYA0BAHNN —
Premanent License Reservation/ Specific License Reservation (PLR/SLR)

HauuHas c Bepcun 17.3.2 ana KommyTtatopoB 1 17.4.1 ana mapLipyTM3aToOpoB BHEAPEH eLwé 6bonee A0BEPUTENbHbIN
anroputm paboTbl co Smart anueHsuamm — Smart Account Using Policy. B mexaHusmax PLR/SLR 6onblue HeT
HeobXoAMMOCTM (ec/iv OHM BblN UCNONBb30BaHbI, TO pe3epBaLMa MLEH3UI coxpaHaeTcs). CTaTyc IMUEeH3ni Bcerga
oTobparkaetca Kak IN USE. Bo3HMKaeT Heob6xoAMMOCTb OTNPaBAATb OTYET B Smart Account 06 MCNO/Ib30BaHUKN ANLLEH3U
yCTpoMcTBOM Npw:
e [lepexoae Ha yKasaHHble Bepcuu codTa n 6onee nosaHune. Heobxoanmmo oTnpaBuTb OTYET 1 pas, ecnum
ncnonbyetca ToNbKo noctoAaHHaa NetworkanueHsus. JanbHenwmin penopTUHT He TpebyeTcs.
e [pu M3MEHEeHUN NINLEH3NOHHOTO YPOBHSA (Hanpumep, Npu Nepexoae ¢ ypoBHsA Essentials Ha Advantage)
e [pu ucnonb3osaHum noanmueHsnu DNA (Essentials nau Advantage), KoTopas npegocTaBaseTca No Moaenu
nognucku TpebyeTtcs oTnpas/iKa oT4eTa 06 MCNoIb30BaHMM He pexxe 1 pa3 B 90 gHeW.

HeBO3MOXHOCTb OTNPaBUTb OTYET He orpaHn4ymBaeT beHKLI,MOHaﬂbHOCTb.

ECTb MMUEH3MM, A8 KOTOPbIX HEOBXOAMMO NONYYMUTb ABTOPM3ALMOHHBIN Kog Yepe3 Smart Account nepep,
ncnosib3oBaHuem. K Takum nuueHsnam otHocutes anueHsma Media Redundancy Protocol (MRP) Client/Manager license
(Ha Cisco’s Industrial Ethernet Switches) n HSEC nuueH3ua Ha maplupytusaTtopax. locne nonyvyeHma Takoro
aBTOPM3aLMOHHOIO KOAA INLLEH3UA CTAHOBUTCS aKTUBHOM IOKAaZIbHO HA MapLUpyTU3aTope M He TpebyeTca NOCTosHHanA
KOMMYHMKaLmMA 1 oTnpaBKa oT4é€ToB B Smart Account.


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/administration/guide/ucce_b_administration-guide-for-cisco-unified12_5/ucce_b_administration-guide-for-cisco-unified12_5_chapter_01111.html#reference_3311999EB16D6D34173EBDD3F00D822B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/administration/guide/ucce_b_administration-guide-for-cisco-unified12_5/ucce_b_administration-guide-for-cisco-unified12_5_chapter_01111.html#reference_3311999EB16D6D34173EBDD3F00D822B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/administration/guide/ucce_b_administration-guide-for-cisco-unified12_5/ucce_b_administration-guide-for-cisco-unified12_5_chapter_01111.html#reference_3311999EB16D6D34173EBDD3F00D822B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/administration/guide/ucce_b_administration-guide-for-cisco-unified12_5/ucce_b_administration-guide-for-cisco-unified12_5_chapter_01111.html#reference_3311999EB16D6D34173EBDD3F00D822B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/crs/express_12_5/features/guide/uccx_b_125features-guide/uccx_b_125features-guide_chapter_0111.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/crs/express_12_5/features/guide/uccx_b_125features-guide/uccx_b_125features-guide_chapter_0111.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/crs/express_12_5/features/guide/uccx_b_125features-guide/uccx_b_125features-guide_chapter_0111.html

Smart Account Using Policy for Routing https://www.cisco.com/c/en/us/td/docs/routers/sl using policy/b-sl-using-
policy/info about.html

Ha mapuwpyTtumsatopax ¢pyHkumoHan CUBE, CME, SRST Ha penusax codta 17.3.2, 17.3.3, 17.3.4a, 17.6.1a, nnn nobbix 17.4
unn 17.5 TpebyeT 065a3aTeNbHOrO OTNPaBKM penopTa 1 noaydeHns noarsep:kaeHua (ACK) Kak MUHUMYM pa3 B 90 aHel.
Ecnun ACK He nosiyyeH, To cooTBeTCTBYOWMIA GyHKUMOHAN nepecTaeT paboTtath. Ha 6onee no3gHux Bepcuax copra
NPUOCTAHOBKMU HE NPOUCXOAMUT.

>>>> When using any of the following releases, CUBE shuts down if the router does not receive a report
acknowledgment from CSSM before the acknowledgment deadline set by the account policy: 17.3.2,17.3.3, 17.3.44,
17.6.1a, or any 17.4 or 17.5 release. CUBE does not shut down in this way with later releases.

CUBE https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-cisco-smart-
licensing.html

CME https://www.cisco.com/c/en/us/td/docs/voice ip comm/cucme/admin/configuration/manual/cmeadm/cmeover.
html#Cisco _Concept.dita 4ef6746e-a5cl-4ecd-bb95-d5546f85e168

4. DC

a. JlnueHsum gnsa ACI, HX, DCNM, MDS He eHdopcaTca yepes SA.

b. [Ansa ACI, HX ¢yHKUMOHAN AOCTYNEH U MOXKHO He peructpupoBaTth B SA. Eciv iMueHsuii B SA HeT
BbICKaKuBaeT npeaynpexaeHue. Ecnm csasu ¢ SA HeT, TO TOXKe — npeaynpexaeHue.

c. [na Intersite HyXHbl IMLLEH3MN B SA, ecnn nx HeT, octyneH 6a3oBblit GyHKUMOHAN.



https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-cisco-smart-licensing.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-cisco-smart-licensing.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucme/admin/configuration/manual/cmeadm/cmeover.html#Cisco_Concept.dita_4ef6746e-a5c1-4ecd-bb95-d5546f85e168
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucme/admin/configuration/manual/cmeadm/cmeover.html#Cisco_Concept.dita_4ef6746e-a5c1-4ecd-bb95-d5546f85e168

